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EE.LD.128.USAR.IP q0, a8, 16

EE.V LD.128.IP q1, a8, 16
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Reset
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memory

0x600F_E000
0x600F_FFFF
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 0xFFFF_FFFF

Reserved

32 MB
External memory

Reserved

480 KB
Internal memory

Reserved

128 KB
Internal memory

Reserved

384 KB
Internal memory

Reserved

448 KB
Internal memory

Reserved

32 MB
External memory

Reserved

8 KB
Internal memory

Reserved

836 KB
Peripherals

Reserved

8 KB
Internal memory

Reserved

ROM SRAM

RTC SLOW Memory

RTC Peripheral

RTC Peripheral

RTC FAST Memory

GDMA

Data bus

Data bus

Data bus

Data bus

Instruction bus

Instruction bus

Instruction bus

Data/Instruction 
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Reset
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Reset
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Reset
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         xpd_rtc_reg
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       xpd_sdio_reg
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xpd_cpu

xpd_pd_peri
  

            xpd_dg_wrap
                

 xpd_wireless

Digital System 
Voltage

Regulator

Flash 
Voltage

Regulator

RTC

Analog

Red lines represent power distribution

Low Power 
Voltage

Regulator

VDD3P3_RTC VDD3P3_CPU

                                                                                                              VDD_SPI
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CPU
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Wireless Mac and Baseband

                                             

ROM

PD Peripherals Internal SRAMx

Bluetooth LE
Link Controller

Bluetooth LE
Baseband

Wi-Fi MAC Wi-Fi Baseband
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ESP32-S3-New

External Main Clock

Fast RC Oscillator

RF Circuits

Phase Lock Loop (PLL)

VDDA VDDA VDD3P3 VDD3P3
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RTC Clock

RC_SLOW_CLK                        

XTAL32K_CLK                           

  RC_FAST_DIV_CLK                     

PMU 

RTC_SLOW_CLK

Selection Signal  
      

0

1

2

div n
     RC_FAST_CLK           

XTAL_DIV_CLK                           

ULP Coprocessor

RTC_FAST_CLK
0

1

Selection Signal

RTC Timer 

Sensor Controller

RTC Slow Memory

RTC Registers

ULP Timer 

RTC Fast Clock

RTC Slow Clock

This diagram applies to ESP32-S3 and ESP32-C3 and 8684
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RC_FAST_CLK  

LOW_POWER_CLK
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This diagram applies for ESP32-C3 and ESP32-S3
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            VDD3P3_RTC
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Brown-out Detector

-

+VREF

comp
Brownout 

detected-
-
-

VDD3P3_RTC                                                         

VDD3P3_CPU                                                         

            VDDA1                                                         

VDDA2                                             

•

•



ESP32-S3

&&
0

1

Brown-out
Detector

Brown-out
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bod_mode0_rst_sel

1
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System Reset
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Wake up
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Initialization
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Jump to entry
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SPI Boot

Yes No

Run code in
CPU RAM

Run code in
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Running in ROM

Running in RTC slow mem

Running in RTC fast mem

Running in CPU RAM

Return?
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Reset

31 0

Reset



31 17 16 15 0

Reset

31 30 29 28 27 26 0

Reset

31 0

Reset

31 16 15 0

Reset

31 30 29 28 27 23 22 21 2 1 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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31 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset

31 0

Reset
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Reset

31 0

Reset

31 28 27 20 19 4 3 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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31 30 29 28 27 26 25 24 23 22 21 0

Reset

31 30 29 28 0

Reset

31 20 19 0

Reset

31 0

Reset



31 20 19 0

Reset

31 0

Reset

31 1 0

Reset

31 30 29 28 0

Reset

31 20 19 0

Reset

31 0

Reset

31 20 19 0

Reset



31 0

Reset

31 1 0

Reset

31 20 19 0

Reset

31 0

Reset

31 30 29 26 25 0

Reset

31 1 0

Reset



31 20 19 0

Reset

31 0

Reset

31 30 29 26 25 0

Reset

31 1 0

Reset

31 20 19 0

Reset

31 0

Reset



31 30 29 26 25 0

Reset
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Reset

31 3 2 1 0

Reset

31 3 2 1 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset

31 0

Reset

31 22 21 0

Reset

31 30 0

Reset

31 0

Reset



31 22 21 0

Reset

31 0

Reset

31 22 21 0

Reset

31 0

Reset

31 30 29 28 27 26 25 24 23 22 21 20 18 17 15 14 13 12 11 0

Reset

µµ

µµ



31 16 15 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 30 16 15 14 13 12 11 0

Reset

31 7 6 1 0

Reset

31 7 6 3 2 1 0

Reset

31 3 2 1 0

Reset

31 3 2 1 0

Reset



31 3 2 1 0

Reset

31 3 2 1 0

Reset

31 28 27 0

Reset

31 30 0

Reset
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Thold0 = RTCCNTLWDTSTG0HOLD << (EFUSEWDTDELAY SEL+ 1)

<<
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0

XTAL32K 
Watchdog

RTC_CNTL_XTAL32K_WDT_EN

RTC_SLOW_CLK

XTAL32K_CLK

Divisor
RC_SLOW_CLK

Interrupt

&

BACKUP32K_CLK_EN

BACKUP32K_CLK

Monitor



x0x7

fbackclk/4 = frcslowclk/S

S = x0 + x1 + ...+ x7

x0x7

•

• N = frcslowclk/fbackclk

• M = N/2

• xnxn

frcslowclk = 163000fbackclk = 32768S = 20M = 2{x0, x1, x2, x3, x4, x5, x6, x7} = {2, 3, 2, 3, 2, 3, 2, 3}
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31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 11 10 4 3 2 1 0

Reset



31 18 17 16 15 14 13 7 6 0

Reset

31 1 0

Reset

31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 1 0

Reset

31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset

31 2 1 0

Reset



31 25 24 3 2 1 0

Reset

31 17 16 1 0

Reset

31 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 21 20 18 17 15 14 12 11 9 8 6 5 3 2 0

Reset



31 21 20 18 17 15 14 12 11 9 8 6 5 3 2 0

Reset

31 1 0

Reset



31 2 1 0

Reset

31 1 0

Reset

31 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 1 0

Reset



31 2 1 0

Reset

31 1 0

Reset

31 30 29 28 27 18 17 16 15 14 13 8 7 6 5 4 3 2 1 0

Reset



•

•

•

31 22 21 11 10 0

Reset

31 12 11 9 8 6 5 3 2 0

Reset



31 22 21 11 10 0

Reset

31 12 11 9 8 6 5 3 2 0

Reset

31 22 21 11 10 0

Reset



31 12 11 9 8 6 5 3 2 0

Reset

31 1 0

Reset



31 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 30 29 0

Reset



31 1 0

Reset

31 2 1 0

Reset

31 2 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 24 23 22 21 0

Reset

31 22 21 0

Reset

31 1 0

Reset



31 14 13 0

Reset

31 14 13 0

Reset

31 14 13 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 29 28 5 4 3 2 1 0

Reset

31 26 25 4 3 2 1 0

Reset

31 17 16 1 0

Reset



31 8 7 6 5 4 2 1 0

Reset

31 0

Reset

31 5 4 3 2 1 0

Reset



31 0

Reset

31 28 27 0

Reset

31 1 0

Reset

31 9 8 0

Reset

31 0

Reset



31 16 15 0

Reset

31 9 8 0

Reset

31 0

Reset

31 16 15 0

Reset



31 7 6 2 1 0

Reset

31 0

Reset
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•

•

•

•

•
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•



void main ( void ){
         …
         …

        WORLD_PREPARE=1<<1
        WORLD_TRIGGER_ADDR
        WORLD_UPDATA

     …

         …
         …

        asm(“memw”)
        Function A

}

configuration

Entry Non-secure World

Function A Entry addr

•

•

•



•

•

void main ( void ){
         …
         …
         ...
        
        ENTRY_ADDR ( X ) 
        ENTRY_CHECK=1<<X

     …

         …
         …

        
        Function B

}

configuration

Entry Secure World

Function B entry addr

•

•

•

•
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Z ∈ {3, 4, . . . , 16

current from_entry from_world

0145

StatusTableX
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•
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•
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31 0

Reset

31 14 13 1 0

Reset

31 0

Reset

31 4 3 0

Reset

31 7 6 5 4 1 0

Reset



31 6 5 4 1 0

Reset

31 14 13 1 0

Reset

31 0

Reset

31 2 1 0

Reset

31 0

Reset

31 0

Reset



31 2 1 0

Reset

31 2 1 0

Reset

31 1 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 1 0

Reset

31 1 0

Reset
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•
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•

•
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•
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5
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31 3 2 1 0

Reset

31 0

Reset

31 8 7 4 3 2 1 0

Reset



31 30 29 28 27 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 29 28 27 26 25 24 23 0

Reset

31 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 3 2 1 0

Reset

31 2 1 0

Reset

31 4 3 2 1 0

Reset



31 4 3 2 1 0

Reset

31 30 20 19 9 8 7 0

Reset

31 0

Reset

31 1 0

Reset

31 19 18 12 11 10 9 0

Reset



31 28 27 0

Reset

31 14 13 3 2 0

Reset

31 14 13 3 2 0

Reset

31 14 13 3 2 0

Reset
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MmM

•

kkm+ 1 + k≡448mod

m

•

kkm+ 1 + k≡896mod



m

N

• NM (1)M (2)M (N)i
(i)
0

(i)
1

(i)
15

• Ni
(i)
0

(i)
1

(i)
15

• (i)
0

(i)
1

(i)
15

• (i)
0

(i)
15

(0)

tttttt

t

• 1 <= t <= 9tlength = 7′h48tstring

8′h30 + 8′ht0 1′b1 23′b0

t0 = t

t0tstring32
′h38800000

• 10 <= t <= 99tlength = 7′h50tstring

8′h30 + 8′ht1 8′h30 + 8′ht0 1′b1 15′b0

t0 = t10t1 = t/10

t0t1tstring32
′h35368000

• 100 <= t < 512tlength = 7′h58tstring

8′h30 + 8′ht2 8′h30 + 8′ht1 8′h30 + 8′ht0 1′b1 7′b0

t0 = t10t1 = (t/10)10t2 = t/100

t0t1t2tstring32
′h32333180
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1

•

•

• 2

• 3

•

•

•

•

1
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•



• 3

•

•

•

•

•

•

•
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• M



•

•
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•

•

•
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troundup(t/32)
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•
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31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 30 29 0

Reset



31 3 2 0

Reset

31 0

Reset

31 6 5 0

Reset

31 6 5 0

Reset

31 0

Reset

31 0

Reset
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•

•
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•

•

•
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1 2





•

•

X

YX

X = X1||X2|| · · · ||Xn−1||Xn

X1, X2, · · · , Xn−1Xn

= 0

XX

0 < <= 127X∗
nX

∗
n = Xn||0128−

XX1||X2|| · · · ||Xn−1||X∗
nX||0128−

•

•



3212832128

PCPC

· · ·

•

•

•

•

•

•

•







31 0

Reset

31 0

Reset

31 0

Reset

31 3 2 0

Reset

31 1 0

Reset

31 3 2 0

Reset



31 0

Reset

31 1 0

Reset

32128

31 1 0

Reset

31 2 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset



•

•

•

•

•

Z = XY MXYMrM ′

N = 32× xx ∈ {1, 2, 3, . . . , 128}ZXYMrNM ′

b

b = 232



b

n =
N

32

Z = (Zn−1Zn−2 · · ·Z0)b

X = (Xn−1Xn−2 · · ·X0)b

Y = (Yn−1Yn−2 · · ·Y0)b

M = (Mn−1Mn−2 · · ·M0)b

r = (rn−1rn−2 · · · r0)b

nZn−1 · · ·Z0Xn−1 · · ·X0Yn−1 · · ·Y0Mn−1 · · ·M0rn−1 · · · r0b

Zn−1Xn−1Yn−1Mn−1rn−1ZXYMZ0X0Y0M0r0

R = bnr = R2 M

M−1 ×M + 1 = R×R−1

M ′ = M−1 b

(N32 − 1)

M ′

XiYiMirii ∈ {0, 1, . . . , n− 1}b

Zii ∈ {0, 1, . . . , n− 1}

Xiri

Z = X × Y MrM ′



(N32 − 1)

M ′

XiYiMirii ∈ {0, 1, . . . , n− 1}b

Zii ∈ {0, 1, . . . , n− 1}

XiYiMiM
′ri

Z = X × Y ZXY N = 32× xx ∈ {1, 2, 3, . . . , 64}N̂Z2×N

( N̂32 − 1)(N16 − 1)

XiYi∈ {0, 1, . . . , n− 1}bnN
32

Xii ∈ {0, 1, . . . , n− 1}iYii ∈ {0, 1, . . . , n− 1}in+ i4× (n+ i)

Zii ∈ {0, 1, . . . , n̂− 1}n̂2× n

XiYi

Z = XY MY

Y

Y = (̃YN−1̃YN−2 · · ·̃Yt+1̃Yt̃Yt−1 · · ·̃Y0)2

• NY



• Ỹt

• ỸN−1̃YN−2̃Yt+1

• Ỹt−1̃Yt−2̃Y0mtm̃Yt−1̃Yt−2, · · · ,̃ Y0t−m

•

Ỹii > αααNαt̃YN−1̃YN−2̃Yt+1αtZ = XY M

•

Y

Z = XY MNY α

•

•

•



31 0

Reset

31 7 6 0

Reset

31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset



31 12 11 0

Reset

31 1 0

Reset

31 30 29 0

Reset
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•

•

•

•

•

•

•
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yy(y − 4)(y − 4)

m

n >= 1



•

n = n+ 1

•

n = 1

n = n+ 1

m

km+ 1 + k≡448(mod512)

m
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31 1 0

Reset

31 4 3 0

Reset

31 3 2 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

•

•

31 1 0

Reset

•

•



31 0

Reset

31 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 0

Reset

31 30 29 0

Reset



•

•

•

Z = XY MZXYM

DSKEYHMACKEY

XZ

• s s

• [x]s ssxxsx[Y ]40968[x]t(s− t)s[x]s8 = 0000010116 = 000001010000000016 = 0000000000000101

8 = 0001001116 = 000100110000000016 = 0000000000010011

• ||

YMrM ′YM

YMrM ′CCC

Z = XY MN = 32× xx ∈ {1, 2, 3, . . . , 128}ZXYMrNM ′



C

• YM [L]32 = N
32 − 1[L]3232[HMACKEY ]256[DSKEY ]256DSKEY [HMACKEY ]2561

256[IV ]128

• rM ′M

• YMr[Y ]4096[M ]4096[r]4096YMr

•
[MD]256[Y ]4096||[M ]4096||[r]4096||[M ′]32||[L]32||[IV ]128

• [P ]12672[Y ]4096||[M ]4096||[r]4096||[MD]256||[M ′]32||[L]32||[β]64)[β]64[]64[β]64P

• C[C]12672[P ]12672[DSKEY ]256[IV ]128C

CXIV

CPCDSKEY IV IV [IV ]128[DSKEY ]256HMACKEY [DSKEY ]256[HMACKEY ]256

[Y ]4096[M ]4096[r]4096[M
′]32[L]32[β]64



• [CALCMD]256[Y ]4096||[M ]4096||[r]4096||[M ′]32||[L]32||[IV ]128[CALCMD]256[MD]256

• [β]64[β]64

XYMrM ′XY MLZZ = XY M

CXIV

DSKEYHMACKEY

CXIV

DSKEY

•

• DSKEY

IV IV

XXii ∈ {0, 1, . . . , n− 1}n = N
32bXN

CCii ∈ {0, 1, . . . , 395}b

• Z

• Z

• Z

• Z

Zii ∈ {0, 1, . . . , n− 1}n = N
32Z





IV

IV

IV

IV

DSKEY



31 0

Reset

IV

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 4 3 0

Reset

DSKEY



31 2 1 0

Reset

31 30 29 0

Reset



•

•

•
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•
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•

KeyKey

KeyKey

• AAKeyA

• BBKeyB

• CCKeyC

KeyABCKeyABC



KeyKeyAKeyBKeyC

A B C Key Key

KeyA||KeyB

KeyA||0256

0256||KeyB

KeyC

0256

0256||

• type

• size

• baseaddrsizebaseaddrsize == 0

tweaktweaktype ∗ 230baseaddrtweak

addressoffset = address64n offset
4 n

sizeoffset

offset offset



offset offset

•

•

• Key

•

•

• Key

•



•

•

• Key

•

• type

• baseaddr

• size
32

typebaseaddrsize

Key





31 0

Reset

31 2 1 0

Reset

•

•

•

31 1 0

Reset

31 30 29 0

Reset

31 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 2 1 0

Reset

•

•

•

•

31 30 29 0

Reset



时钟毛刺检测

1. 概述

为提升 ESP32-S2 的安全性能，防止攻击者通过给外部晶振 XTAL 附加毛刺，使芯片进入异常状态，

从而实施对芯片的攻击，ESP32-S2 搭载了毛刺检测模块,Glitch_Detect)，用于检测从外部晶振输入的

XTAL_CLK 是否携带毛刺，并在检测到毛刺后，发送中断或者产生系统复位信号。

2. 功能描述

2.1 毛刺检测

ESP32-S2 的毛刺检测模块将对输入芯片的 XTAL_CLK 时钟信号进行检测，当时钟的脉宽,a 或 :)小

于 3ns 时，将认为检测到毛刺，触发毛刺检测信号,屏蔽输入的 XTAL_CLK 时钟信号。

2.2 中断及复位

当毛刺检测信号触发后，毛刺检测模块将向系统发送中断,GLITCH_DET_INT)，如果

RTC_CNTL_GLITCH_RST_EN 使能，将触发系统级复位。

a a

XTAL_CLK
b



SAR ADC

Random
Number

Generator
High Speed

ADC

          Random bit                     
           seeds                     

            Random bit                      
           seeds                      

RNG_DATA_REG

XOR   
XOR   

RC_FAST_CLK Random bit
seeds
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•
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UARTSCLKDIV NUM +
UARTSCLKDIV B

UARTSCLKDIV A

•

•

•

•

•

•



UARTCLKDIV +
UARTCLKDIV FRAG

16

INPUTFREQ

UARTCLKDIV + UARTCLKDIV FRAG
16

694 +
7

16
= 694.4375



B =
f

B =
f

B =
f
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transceiver





 UART_LOOPBACK

  1  

  0  

Comparatorrts_int     

 

UART_RX_FLOW_EN

1  

0  

UART_SW_RTS

    cts_int

UART_RTS_INV

rtsn_out

UART_CTS_INV

ctsn_in

UART_LOOPBACK

  1  

  0  

DE Control Logic

 
UART_RS485_EN

1  

0  

UART_SW_DTR

    

UART_DTR_INV

dtrn_out

UART_DSR_INV

dsrn_in

 

 

UART_RXFIFO_CNT
UART_RX_FLOW_THRHD
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31 8 7 0

Reset

31 29 28 27 26 17 16 7 6 4 3 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 24 23 20 19 12 11 0

Reset

31 9 8 7 0

Reset



31 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 24 23 22 21 20 19 10 9 0

Reset

31 6 5 4 3 2 1 0

Reset



31 10 9 0

Reset

31 18 17 10 9 0

Reset

31 18 17 10 9 0

Reset

31 8 7 0

Reset

31 20 19 10 9 0

Reset



31 10 9 6 5 4 3 2 1 0

Reset

31 28 27 26 25 24 23 22 21 20 19 12 11 6 5 0

Reset



31 30 29 28 26 25 16 15 14 13 12 10 9 0

Reset

31 21 20 11 10 9 0

Reset

31 21 20 11 10 9 0

Reset

31 8 7 4 3 0

Reset

31 12 11 0

Reset



31 12 11 0

Reset

31 10 9 0

Reset

31 12 11 0

Reset

31 12 11 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset



31 16 15 8 7 0

Reset

31 0

Reset

31 30 29 0

Reset



31 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 9 8 7 6 5 4 3 2 1 0

Reset



31 8 7 6 5 4 3 2 1 0

Reset

31 24 23 22 20 19 12 11 10 8 7 0

Reset

31 4 3 2 0

Reset



31 8 7 6 4 3 2 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 0

Reset

31 0

Reset

31 24 23 16 15 8 7 0

Reset

31 24 23 16 15 8 7 0

Reset

31 24 23 16 15 8 7 0

Reset



31 24 23 16 15 8 7 0

Reset

31 13 12 0

Reset

31 9 8 7 6 5 4 3 2 1 0
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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(0× 2 + 1)× (40) = 1
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Duty = (Period−A)÷ Period
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Period = (MCPWMTIMERPERIOD + 1)× TPTclk



Period = (MCPWMTIMERPERIOD + 1)× TPTclk
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Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 18 17 16 15 14 13 12 11 10 9 8 7 4 3 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset



31 14 13 12 11 8 7 5 4 1 0

Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 5 4 3 2 1 0

Reset

31 2 1 0

Reset

31 2 1 0

Reset

31 10 9 8 7 4 3 0

Reset

31 16 15 0

Reset



31 16 15 0

Reset

31 10 9 7 6 4 3 0

Reset

31 16 15 14 13 12 11 10 9 8 7 6 5 0

Reset



31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 18 17 16 15 14 13 12 11 10 9 8 7 4 3 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset



31 14 13 12 11 8 7 5 4 1 0

Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 5 4 3 2 1 0

Reset

31 9 8 7 6 5 4 3 2 1 0

Reset

31 6 5 4 2 1 0

Reset

31 0

Reset



31 13 12 11 10 3 2 1 0

Reset

31 13 12 11 10 3 2 1 0

Reset

31 13 12 11 10 3 2 1 0

Reset

31 0

Reset



31 0

Reset

31 0

Reset

31 3 2 1 0

Reset

31 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 1 0

Reset

31 28 27 0

Reset



•

•

•

•

•

•

•

•

•

•

•

•

•



•

•

•

•

•

•



3× Tapbclk + 5× Trmtsclk < period× Tclkdiv(1)

period× Tclkdiv

• (3× Tapbclk + 5× Trmtsclk)

• ×Tclkdiv(2
15 − 1)×Trmtsclk×

•

•

•

•



•

•

RMTSCLKDIV NUM + 1 +RMTSCLKDIV A/RMTSCLKDIV B

•

•



•

•

•

•

6× Tapbclk + 12× Trmtsclk < period× Tclkdiv(2)

•

•



•

•



•

•

•

•

•

•

•

•





31 0

Reset

31 0

Reset

31 26 25 24 23 22 21 20 19 16 15 8 7 6 5 4 3 2 1 0

Reset

•

•



31 30 29 28 27 24 23 22 8 7 0

Reset



31 16 15 14 13 12 5 4 3 2 1 0

Reset

31 16 15 0

Reset



31 30 27 26 25 24 23 18 17 12 11 4 3 2 1 0

Reset

31 8 7 6 5 4 3 2 1 0

Reset

31 27 26 25 24 22 21 20 11 10 9 0

Reset



31 28 27 26 25 24 22 21 20 11 10 9 0

Reset

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 16 15 0

Reset

31 22 21 20 19 18 9 8 0

Reset

31 5 4 3 2 1 0

Reset



31 9 8 0

Reset

31 28 27 0

Reset



•

•

•

•

•

•



•

•

•





•

•

•

•

•

•

•

•

•



•

•

•

•



•





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 0

Reset



31 16 15 0

Reset

31 16 15 0

Reset

31 17 16 15 8 7 6 5 4 3 2 1 0

Reset



31 16 15 0

Reset

31 7 6 5 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset



31 0

Reset





•

•

•

•

•

•

•

•

•

•



Chip

Protective cover

Substrate
Electrode

C

     Touch panel

•

•

•

•

•

•

•

•

•

•





•

•

•

•

•



•

•

•

•



•

•



•

•

•



•

•

•

• 2

•

•

•

•

•



•

•

RTC ADC1

Controller

Digital DomainRTC DomainAnalog Domain

...

Digital ADC1

Controller

RTC ADC2

Controller

Power / Peak

Detect

Controller

...

inputs

inputs

RTC ADC2

ARB

SARADC1

SARADC2



•

•

•

•

•

•

•

•

•

•

•



•

•

•

•

•

•

•

•



•

•

•

•

•

•

VrefVrefVdata

Vdata =
Vref

4095
× data



Vref

RTC
ADCn CTRL

start of conv.

SENS_MEASn_START_FORCE

ULP-FSM

            RTC_CNTL_ULP_CP_START_TOP             

RTC_CNTL_ULP_CP_FORCE_START_TOP

timer        

1

0

1

0

0

1

ULP-RISC-V

RTC_CNTL_COCPU_SEL

sw
CPU

SENS_MEASn_START_SAR

 RTC_CNTL_TIMER_SLEEP_CYCLE 

•

•

•

•

•

•

•

•

•

•



•

•

•

•

•

•

31 24 23 18 17 12 11 6 5 0

31 24 23 18 17 12 11 6 5 0

31 24 23 18 17 12 11 6 5 0



31 24 23 18 17 12 11 6 5 0

5 2 1 0

•

•

•

5 2 1 0

5 2 1 0



•

•

32 17 15 13 12 11 0

datacur =
(k − 1)dataprev

k
+

datain
k

− 0.5

• datacur

• datain

• dataprev

• k

•

•

•

•

•

•



•

•

•

•

•

•

•

•

•



•

•

Tsensor Tsensor_cntl

ULP

RTC_REG_
FILE

power_up_fsm

SENS_TSENS_POWER_UP

SENS_TSENS_POWER_UP_FORCE

1

0

dump_out_fsm

SENS_TSENS_DUMP_OUT

SENS_TSENS_READY
SENS_TSENS_OUT[7:0]

SENS_TSENS_IN_INV

parameter

tsens_data

XPD_SAR_
POWER_DOMAIN

RTCANALOG

tsens_xpd/tsens_clk

•

•



•

•

•

•

•

•







31 16 15 0

Reset



31 30 29 28 27 26 25 24 17 16 15 14 13 12 11 9 8 7 6 5 4 3 2 1 0

Reset

•

•

•

•

•

•

•

•



31 28 27 25 24 10 9 8 7 3 2 1 0

Reset

•

•

•

•

31 27 26 25 22 21 0

Reset



31 24 23 22 0

Reset

31 30 28 27 25 24 23 22 21 20 19 18 15 14 11 10 9 8 0

Reset

•

•

•

•

•

•

•

•

31 23 22 21 0

Reset



31 29 28 26 25 23 22 20 19 17 16 14 13 11 10 8 7 5 4 2 1 0

Reset

31 29 28 26 25 23 22 20 19 17 16 0

Reset

31 30 29 28 27 8 7 0

Reset



31 30 19 18 17 16 15 0

Reset

31 30 0

Reset

31 0

Reset

31 30 29 28 18 17 16 15 8 7 0

Reset



31 30 19 18 17 16 15 0

Reset

31 30 0

Reset

31 0

Reset

31 30 29 28 0

Reset



31 25 24 23 22 21 14 13 12 11 9 8 7 0

Reset

31 28 27 24 23 20 19 18 17 16 15 14 0

Reset

•

•

•

31 22 21 0

Reset



31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset



31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset



31 30 29 15 14 0

Reset

31 30 29 28 27 26 0

Reset

31 30 29 28 27 26 25 24 0

Reset

31 26 25 22 21 0

Reset

31 29 28 22 21 0

Reset



31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset



31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset



31 24 23 16 15 8 7 0

Reset

31 30 29 28 27 26 25 24 23 22 19 18 15 14 7 6 5 4 3 2 1 0

Reset

31 25 24 23 12 11 10 9 8 1 0

Reset



31 29 28 26 25 0

Reset

31 24 23 0

Reset

31 24 23 0

Reset

31 24 23 0

Reset

31 24 23 0

Reset



31 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 30 24 23 19 18 14 13 0

Reset

31 30 18 17 5 4 0

Reset

31 30 18 17 5 4 0

Reset



31 30 29 28 27 26 0

Reset

31 30 29 16 15 0

Reset

31 23 22 21 20 19 14 13 8 7 0

Reset

31 17 16 0

Reset

31 17 16 0

Reset



31 30 29 28 27 26 25 0

Reset

31 30 29 28 27 26 25 0

Reset

31 30 29 28 27 26 25 0

Reset



31 30 29 28 27 26 25 0

Reset

31 0

Reset



•

•

•

•

•



•
•
•
•

•

•

•

•
•

•

•

•

•

•

•

•

•





•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•



31 20 19 16 15 2 1 0

Reset

•

•



•

•

•

•



•

•
•

•
•
•
•
•

•
•
•
•
•
•
•
•
•
•
•
•



•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•

•
•
•

•

•
•
•
•
•

•
•

•
•



•
•

•
•

•
•
•

•
•

•

•
•
•
•
•
•



•
•
•
•
•
•
•

•
•
•
•
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•
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