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EE.LD.128.USAR.IP q0, a8, 16

EE.V LD.128.IP q1, a8, 16
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Reset
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Reset
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MMUExternal
memory

0x600F_E000
0x600F_FFFF
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 0xFFFF_FFFF

Reserved

32 MB
External memory

Reserved

480 KB
Internal memory

Reserved

128 KB
Internal memory

Reserved

384 KB
Internal memory

Reserved

448 KB
Internal memory

Reserved

32 MB
External memory

Reserved

8 KB
Internal memory

Reserved

836 KB
Peripherals

Reserved

8 KB
Internal memory

Reserved

ROM SRAM

RTC SLOW Memory

RTC Peripheral

RTC Peripheral

RTC FAST Memory

GDMA

Data bus

Data bus

Data bus

Data bus

Instruction bus

Instruction bus

Instruction bus

Data/Instruction 
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Reset
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Reset
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Reset
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Reset
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         xpd_rtc_reg
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       xpd_sdio_reg
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xpd_cpu

xpd_pd_peri
  

            xpd_dg_wrap
                

 xpd_wireless

Digital System 
Voltage

Regulator

Flash 
Voltage

Regulator

RTC

Analog

Red lines represent power distribution

Low Power 
Voltage

Regulator

VDD3P3_RTC VDD3P3_CPU

                                                                                                              VDD_SPI
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CPU
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Wireless Mac and Baseband

                                             

ROM

PD Peripherals Internal SRAMx

Bluetooth LE
Link Controller

Bluetooth LE
Baseband

Wi-Fi MAC Wi-Fi Baseband
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ESP32-S3-New

External Main Clock

Fast RC Oscillator

RF Circuits

Phase Lock Loop (PLL)

VDDA VDDA VDD3P3 VDD3P3
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RTC Clock

RC_SLOW_CLK                        

XTAL32K_CLK                           

  RC_FAST_DIV_CLK                     

PMU 

RTC_SLOW_CLK

Selection Signal  
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1

2

div n
     RC_FAST_CLK           

XTAL_DIV_CLK                           

ULP Coprocessor

RTC_FAST_CLK
0

1

Selection Signal

RTC Timer 

Sensor Controller

RTC Slow Memory

RTC Registers

ULP Timer 

RTC Fast Clock

RTC Slow Clock

This diagram applies to ESP32-S3 and ESP32-C3 and 8684
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RC_FAST_CLK  

LOW_POWER_CLK
Wireless
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This diagram applies for ESP32-C3 and ESP32-S3
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            VDD3P3_RTC

RTC Regulator

                                                                   Built-in Power Supply1.1V ESP32-S3

Flash Regulator

VDD3P3_RTC

tieh

-

+VREF

VDD_SPI Regulator 
Output

•

•

•

•

•



•
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Comparer
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bod_mode0_rst_sel

1
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System Reset
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Wake up
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1 0

Initialization

Calc CRC in
fast RTC mem
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Jump to entry
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SPI Boot

Yes No

Run code in
CPU RAM

Run code in
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Running in ROM

Running in RTC slow mem

Running in RTC fast mem

Running in CPU RAM

Return?
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Reset

31 0

Reset



31 17 16 15 0

Reset

31 30 29 28 27 26 0

Reset

31 0

Reset

31 16 15 0

Reset

31 30 29 28 27 23 22 21 2 1 0

Reset
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Reset

31 24 23 15 14 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset

31 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset

31 0

Reset
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Reset

31 0

Reset

31 28 27 20 19 4 3 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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31 30 29 28 27 26 25 24 23 22 21 0

Reset

31 30 29 28 0

Reset

31 20 19 0

Reset

31 0

Reset



31 20 19 0

Reset

31 0

Reset

31 1 0

Reset

31 30 29 28 0

Reset

31 20 19 0

Reset

31 0

Reset

31 20 19 0

Reset



31 0

Reset

31 1 0

Reset

31 20 19 0

Reset

31 0

Reset

31 30 29 26 25 0

Reset

31 1 0

Reset



31 20 19 0

Reset

31 0

Reset

31 30 29 26 25 0

Reset

31 1 0

Reset

31 20 19 0

Reset

31 0

Reset



31 30 29 26 25 0

Reset
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Reset

31 3 2 1 0

Reset

31 3 2 1 0

Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset
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Reset

31 0

Reset

31 22 21 0

Reset

31 30 0

Reset

31 0

Reset



31 22 21 0

Reset

31 0

Reset

31 22 21 0

Reset

31 0

Reset

31 30 29 28 27 26 25 24 23 22 21 20 18 17 15 14 13 12 11 0

Reset

µµ

µµ



31 16 15 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 30 16 15 14 13 12 11 0

Reset

31 7 6 1 0

Reset

31 7 6 3 2 1 0

Reset

31 3 2 1 0

Reset

31 3 2 1 0

Reset



31 3 2 1 0

Reset

31 3 2 1 0

Reset

31 28 27 0

Reset

31 30 0

Reset
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Thold0 = RTCCNTLWDTSTG0HOLD << (EFUSEWDTDELAY SEL+ 1)

<<
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0

XTAL32K 
Watchdog

RTC_CNTL_XTAL32K_WDT_EN

RTC_SLOW_CLK

XTAL32K_CLK

Divisor
RC_SLOW_CLK

Interrupt

&

BACKUP32K_CLK_EN

BACKUP32K_CLK

Monitor



x0x7

fbackclk/4 = frcslowclk/S

S = x0 + x1 + ...+ x7

x0x7

•

• N = frcslowclk/fbackclk

• M = N/2

• xnxn

frcslowclk = 163000fbackclk = 32768S = 20M = 2{x0, x1, x2, x3, x4, x5, x6, x7} = {2, 3, 2, 3, 2, 3, 2, 3}
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31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 11 10 4 3 2 1 0

Reset



31 18 17 16 15 14 13 7 6 0

Reset

31 1 0

Reset

31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 1 0

Reset

31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset

31 2 1 0

Reset



31 25 24 3 2 1 0

Reset

31 17 16 1 0

Reset

31 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 1 0

Reset



31 21 20 18 17 15 14 12 11 9 8 6 5 3 2 0

Reset



31 21 20 18 17 15 14 12 11 9 8 6 5 3 2 0

Reset

31 1 0

Reset



31 2 1 0

Reset

31 1 0

Reset

31 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 1 0

Reset



31 2 1 0

Reset

31 1 0

Reset

31 30 29 28 27 18 17 16 15 14 13 8 7 6 5 4 3 2 1 0

Reset



•

•

•

31 22 21 11 10 0

Reset

31 12 11 9 8 6 5 3 2 0

Reset



31 22 21 11 10 0

Reset

31 12 11 9 8 6 5 3 2 0

Reset

31 22 21 11 10 0

Reset



31 12 11 9 8 6 5 3 2 0

Reset

31 1 0

Reset



31 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 30 29 0

Reset



31 1 0

Reset

31 2 1 0

Reset

31 2 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 24 23 22 21 0

Reset

31 22 21 0

Reset

31 1 0

Reset



31 14 13 0

Reset

31 14 13 0

Reset

31 14 13 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 4 3 2 1 0

Reset

31 1 0

Reset

31 4 3 2 1 0

Reset

31 1 0

Reset



31 29 28 5 4 3 2 1 0

Reset

31 26 25 4 3 2 1 0

Reset

31 17 16 1 0

Reset



31 8 7 6 5 4 2 1 0

Reset

31 0

Reset

31 5 4 3 2 1 0

Reset



31 0

Reset

31 28 27 0

Reset

31 1 0

Reset

31 9 8 0

Reset

31 0

Reset



31 16 15 0

Reset

31 9 8 0

Reset

31 0

Reset

31 16 15 0

Reset



31 7 6 2 1 0

Reset

31 0

Reset
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•

•

•

•

•

•
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•

•



void main ( void ){
         …
         …

        WORLD_PREPARE=1<<1
        WORLD_TRIGGER_ADDR
        WORLD_UPDATA

     …

         …
         …

        asm(“memw”)
        Function A

}

configuration

Entry Non-secure World

Function A Entry addr

•

•

•



•

•

void main ( void ){
         …
         …
         ...
        
        ENTRY_ADDR ( X ) 
        ENTRY_CHECK=1<<X

     …

         …
         …

        
        Function B

}

configuration

Entry Secure World

Function B entry addr

•

•

•

•
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Z ∈ {3, 4, . . . , 16

current from_entry from_world

0145

StatusTableX
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•

•
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•
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•
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•

•
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•

•
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31 0

Reset

31 14 13 1 0

Reset

31 0

Reset

31 4 3 0

Reset

31 7 6 5 4 1 0

Reset



31 6 5 4 1 0

Reset

31 14 13 1 0

Reset

31 0

Reset

31 2 1 0

Reset

31 0

Reset

31 0

Reset



31 2 1 0

Reset

31 2 1 0

Reset

31 1 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 1 0

Reset

31 1 0

Reset
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•
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•

•
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•

•

•

•

•

•

•

•

•
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1 23

4



5

6

7

•
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31 3 2 1 0

Reset

31 0

Reset

31 8 7 4 3 2 1 0

Reset



31 30 29 28 27 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 29 28 27 26 25 24 23 0

Reset

31 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 3 2 1 0

Reset

31 2 1 0

Reset

31 4 3 2 1 0

Reset



31 4 3 2 1 0

Reset

31 30 20 19 9 8 7 0

Reset

31 0

Reset

31 1 0

Reset

31 19 18 12 11 10 9 0

Reset



31 28 27 0

Reset

31 14 13 3 2 0

Reset

31 14 13 3 2 0

Reset

31 14 13 3 2 0

Reset
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•
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•
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MmM

•

kkm+ 1 + k≡448mod

m

•

kkm+ 1 + k≡896mod



m

N

• NM (1)M (2)M (N)i
(i)
0

(i)
1

(i)
15

• Ni
(i)
0

(i)
1

(i)
15

• (i)
0

(i)
1

(i)
15

• (i)
0

(i)
15

(0)

tttttt

t

• 1 <= t <= 9tlength = 7′h48tstring

8′h30 + 8′ht0 1′b1 23′b0

t0 = t

t0tstring32
′h38800000

• 10 <= t <= 99tlength = 7′h50tstring

8′h30 + 8′ht1 8′h30 + 8′ht0 1′b1 15′b0

t0 = t10t1 = t/10

t0t1tstring32
′h35368000

• 100 <= t < 512tlength = 7′h58tstring

8′h30 + 8′ht2 8′h30 + 8′ht1 8′h30 + 8′ht0 1′b1 7′b0

t0 = t10t1 = (t/10)10t2 = t/100

t0t1t2tstring32
′h32333180



M
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1

•

•

• 2

• 3

•

•

•

•

1

•

•



• 3

•

•

•

•

•

•

•

•

• M



•

•

•

•

•

•

• M

•

•

•
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troundup(t/32)
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•
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31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 30 29 0

Reset



31 3 2 0

Reset

31 0

Reset

31 6 5 0

Reset

31 6 5 0

Reset

31 0

Reset

31 0

Reset
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•

•
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•

•

•
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1 2





•

•

X

YX

X = X1||X2|| · · · ||Xn−1||Xn

X1, X2, · · · , Xn−1Xn

= 0

XX

0 < <= 127X∗
nX

∗
n = Xn||0128−

XX1||X2|| · · · ||Xn−1||X∗
nX||0128−

•

•



3212832128

PCPC

· · ·

•

•

•

•

•

•

•







31 0

Reset

31 0

Reset

31 0

Reset

31 3 2 0

Reset

31 1 0

Reset

31 3 2 0

Reset



31 0

Reset

31 1 0

Reset

32128

31 1 0

Reset

31 2 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset



•

•

•

•

•

Z = XY MXYMrM ′

N = 32× xx ∈ {1, 2, 3, . . . , 128}ZXYMrNM ′

b

b = 232



b

n =
N

32

Z = (Zn−1Zn−2 · · ·Z0)b

X = (Xn−1Xn−2 · · ·X0)b

Y = (Yn−1Yn−2 · · ·Y0)b

M = (Mn−1Mn−2 · · ·M0)b

r = (rn−1rn−2 · · · r0)b

nZn−1 · · ·Z0Xn−1 · · ·X0Yn−1 · · ·Y0Mn−1 · · ·M0rn−1 · · · r0b

Zn−1Xn−1Yn−1Mn−1rn−1ZXYMZ0X0Y0M0r0

R = bnr = R2 M

M−1 ×M + 1 = R×R−1

M ′ = M−1 b

(N32 − 1)

M ′

XiYiMirii ∈ {0, 1, . . . , n− 1}b

Zii ∈ {0, 1, . . . , n− 1}

Xiri

Z = X × Y MrM ′



(N32 − 1)

M ′

XiYiMirii ∈ {0, 1, . . . , n− 1}b

Zii ∈ {0, 1, . . . , n− 1}

XiYiMiM
′ri

Z = X × Y ZXY N = 32× xx ∈ {1, 2, 3, . . . , 64}N̂Z2×N

( N̂32 − 1)(N16 − 1)

XiYi∈ {0, 1, . . . , n− 1}bnN
32

Xii ∈ {0, 1, . . . , n− 1}iYii ∈ {0, 1, . . . , n− 1}in+ i4× (n+ i)

Zii ∈ {0, 1, . . . , n̂− 1}n̂2× n

XiYi

Z = XY MY

Y

Y = (̃YN−1̃YN−2 · · ·̃Yt+1̃Yt̃Yt−1 · · ·̃Y0)2

• NY



• Ỹt

• ỸN−1̃YN−2̃Yt+1

• Ỹt−1̃Yt−2̃Y0mtm̃Yt−1̃Yt−2, · · · ,̃ Y0t−m

•

Ỹii > αααNαt̃YN−1̃YN−2̃Yt+1αtZ = XY M

•

Y

Z = XY MNY α

•

•

•



31 0

Reset

31 7 6 0

Reset

31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset



31 12 11 0

Reset

31 1 0

Reset

31 30 29 0

Reset



•

•

•

•

•

•

•

•
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yy(y − 4)(y − 4)

m

n >= 1



•

n = n+ 1

•

n = 1

n = n+ 1

m

km+ 1 + k≡448(mod512)

m
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0







31 1 0

Reset

31 4 3 0

Reset

31 3 2 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

•

•

31 1 0

Reset

•

•



31 0

Reset

31 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 0

Reset

31 30 29 0

Reset



•

•

•

Z = XY MZXYM

DSKEYHMACKEY

XZ

• s s

• [x]s ssxxsx[Y ]40968[x]t(s− t)s[x]s8 = 0000010116 = 000001010000000016 = 0000000000000101

8 = 0001001116 = 000100110000000016 = 0000000000010011

• ||

YMrM ′YM

YMrM ′CCC

Z = XY MN = 32× xx ∈ {1, 2, 3, . . . , 128}ZXYMrNM ′



C

• YM [L]32 = N
32 − 1[L]3232[HMACKEY ]256[DSKEY ]256DSKEY [HMACKEY ]2561

256[IV ]128

• rM ′M

• YMr[Y ]4096[M ]4096[r]4096YMr

•
[MD]256[Y ]4096||[M ]4096||[r]4096||[M ′]32||[L]32||[IV ]128

• [P ]12672[Y ]4096||[M ]4096||[r]4096||[MD]256||[M ′]32||[L]32||[β]64)[β]64[]64[β]64P

• C[C]12672[P ]12672[DSKEY ]256[IV ]128C

CXIV

CPCDSKEY IV IV [IV ]128[DSKEY ]256HMACKEY [DSKEY ]256[HMACKEY ]256

[Y ]4096[M ]4096[r]4096[M
′]32[L]32[β]64



• [CALCMD]256[Y ]4096||[M ]4096||[r]4096||[M ′]32||[L]32||[IV ]128[CALCMD]256[MD]256

• [β]64[β]64

XYMrM ′XY MLZZ = XY M

CXIV

DSKEYHMACKEY

CXIV

DSKEY

•

• DSKEY

IV IV

XXii ∈ {0, 1, . . . , n− 1}n = N
32bXN

CCii ∈ {0, 1, . . . , 395}b

• Z

• Z

• Z

• Z

Zii ∈ {0, 1, . . . , n− 1}n = N
32Z





IV

IV

IV

IV

DSKEY



31 0

Reset

IV

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 1 0

Reset

31 4 3 0

Reset

DSKEY



31 2 1 0

Reset

31 30 29 0

Reset



•

•

•
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•
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•

•

•

KeyKey

KeyKey

• AAKeyA

• BBKeyB

• CCKeyC

KeyABCKeyABC



KeyKeyAKeyBKeyC

A B C Key Key

KeyA||KeyB

KeyA||0256

0256||KeyB

KeyC

0256

0256||

• type

• size

• baseaddrsizebaseaddrsize == 0

tweaktweaktype ∗ 230baseaddrtweak

addressoffset = address64n offset
4 n

sizeoffset

offset offset



offset offset

•

•

• Key

•

•

• Key

•



•

•

• Key

•

• type

• baseaddr

• size
32

typebaseaddrsize

Key





31 0

Reset

31 2 1 0

Reset

•

•

•

31 1 0

Reset

31 30 29 0

Reset

31 1 0

Reset

31 1 0

Reset



31 1 0

Reset

31 2 1 0

Reset

•

•

•

•

31 30 29 0

Reset



时钟毛刺检测

1. 概述

为提升 ESP32-S2 的安全性能，防止攻击者通过给外部晶振 XTAL 附加毛刺，使芯片进入异常状态，

从而实施对芯片的攻击，ESP32-S2 搭载了毛刺检测模块,Glitch_Detect)，用于检测从外部晶振输入的

XTAL_CLK 是否携带毛刺，并在检测到毛刺后，发送中断或者产生系统复位信号。

2. 功能描述

2.1 毛刺检测

ESP32-S2 的毛刺检测模块将对输入芯片的 XTAL_CLK 时钟信号进行检测，当时钟的脉宽,a 或 :)小

于 3ns 时，将认为检测到毛刺，触发毛刺检测信号,屏蔽输入的 XTAL_CLK 时钟信号。

2.2 中断及复位

当毛刺检测信号触发后，毛刺检测模块将向系统发送中断,GLITCH_DET_INT)，如果

RTC_CNTL_GLITCH_RST_EN 使能，将触发系统级复位。

a a

XTAL_CLK
b



SAR ADC

Random
Number

Generator
High Speed

ADC

          Random bit                     
           seeds                     

            Random bit                      
           seeds                      

RNG_DATA_REG

XOR   
XOR   

RC_FAST_CLK Random bit
seeds
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•

•
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UARTSCLKDIV NUM +
UARTSCLKDIV B

UARTSCLKDIV A

•

•

•

•

•

•



UARTCLKDIV +
UARTCLKDIV FRAG

16

INPUTFREQ

UARTCLKDIV + UARTCLKDIV FRAG
16

694 +
7

16
= 694.4375



B =
f

B =
f

B =
f
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•

•
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transceiver





 UART_LOOPBACK

  1  

  0  

Comparatorrts_int     

 

UART_RX_FLOW_EN

1  

0  

UART_SW_RTS

    cts_int

UART_RTS_INV

rtsn_out

UART_CTS_INV

ctsn_in

UART_LOOPBACK

  1  

  0  

DE Control Logic

 
UART_RS485_EN

1  

0  

UART_SW_DTR

    

UART_DTR_INV

dtrn_out

UART_DSR_INV

dsrn_in

 

 

UART_RXFIFO_CNT
UART_RX_FLOW_THRHD
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31 8 7 0

Reset

31 29 28 27 26 17 16 7 6 4 3 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 24 23 20 19 12 11 0

Reset

31 9 8 7 0

Reset



31 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 24 23 22 21 20 19 10 9 0

Reset

31 6 5 4 3 2 1 0

Reset



31 10 9 0

Reset

31 18 17 10 9 0

Reset

31 18 17 10 9 0

Reset

31 8 7 0

Reset

31 20 19 10 9 0

Reset



31 10 9 6 5 4 3 2 1 0

Reset

31 28 27 26 25 24 23 22 21 20 19 12 11 6 5 0

Reset



31 30 29 28 26 25 16 15 14 13 12 10 9 0

Reset

31 21 20 11 10 9 0

Reset

31 21 20 11 10 9 0

Reset

31 8 7 4 3 0

Reset

31 12 11 0

Reset



31 12 11 0

Reset

31 10 9 0

Reset

31 12 11 0

Reset

31 12 11 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset



31 16 15 8 7 0

Reset

31 0

Reset

31 30 29 0

Reset



31 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 9 8 7 6 5 4 3 2 1 0

Reset



31 8 7 6 5 4 3 2 1 0

Reset

31 24 23 22 20 19 12 11 10 8 7 0

Reset

31 4 3 2 0

Reset



31 8 7 6 4 3 2 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset

31 0

Reset



31 0

Reset

31 0

Reset

31 24 23 16 15 8 7 0

Reset

31 24 23 16 15 8 7 0

Reset

31 24 23 16 15 8 7 0

Reset



31 24 23 16 15 8 7 0

Reset

31 13 12 0

Reset

31 9 8 7 6 5 4 3 2 1 0
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Period = (MCPWMTIMERPERIOD + 1)× TPTclk



Period = (2×MCPWMTIMERPERIOD)× TPTclk



Period = (2×MCPWMTIMERPERIOD)× TPTclk



•

•





•

•

•

•





•

•

•





FED = MCPWMDTFED × TDTclk

RED = MCPWMDTRED × TDTclk
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Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 18 17 16 15 14 13 12 11 10 9 8 7 4 3 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset



31 14 13 12 11 8 7 5 4 1 0

Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 5 4 3 2 1 0

Reset

31 2 1 0

Reset

31 2 1 0

Reset

31 10 9 8 7 4 3 0

Reset

31 16 15 0

Reset



31 16 15 0

Reset

31 10 9 7 6 4 3 0

Reset

31 16 15 14 13 12 11 10 9 8 7 6 5 0

Reset



31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 18 17 16 15 14 13 12 11 10 9 8 7 4 3 0

Reset

31 16 15 0

Reset

31 16 15 0

Reset



31 14 13 12 11 8 7 5 4 1 0

Reset

31 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 5 4 3 2 1 0

Reset

31 9 8 7 6 5 4 3 2 1 0

Reset

31 6 5 4 2 1 0

Reset

31 0

Reset



31 13 12 11 10 3 2 1 0

Reset

31 13 12 11 10 3 2 1 0

Reset

31 13 12 11 10 3 2 1 0

Reset

31 0

Reset



31 0

Reset

31 0

Reset

31 3 2 1 0

Reset

31 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 1 0

Reset

31 28 27 0

Reset



•

•

•

•

•

•

•

•

•

•

•

•

•



•

•

•

•

•

•



3× Tapbclk + 5× Trmtsclk < period× Tclkdiv(1)

period× Tclkdiv

• (3× Tapbclk + 5× Trmtsclk)

• ×Tclkdiv(2
15 − 1)×Trmtsclk×

•

•

•

•



•

•

RMTSCLKDIV NUM + 1 +RMTSCLKDIV A/RMTSCLKDIV B

•

•



•

•

•

•

6× Tapbclk + 12× Trmtsclk < period× Tclkdiv(2)

•

•



•

•



•

•

•

•

•

•

•

•





31 0

Reset

31 0

Reset

31 26 25 24 23 22 21 20 19 16 15 8 7 6 5 4 3 2 1 0

Reset

•

•



31 30 29 28 27 24 23 22 8 7 0

Reset



31 16 15 14 13 12 5 4 3 2 1 0

Reset

31 16 15 0

Reset



31 30 27 26 25 24 23 18 17 12 11 4 3 2 1 0

Reset

31 8 7 6 5 4 3 2 1 0

Reset

31 27 26 25 24 22 21 20 11 10 9 0

Reset



31 28 27 26 25 24 22 21 20 11 10 9 0

Reset

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset



31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 16 15 0

Reset

31 22 21 20 19 18 9 8 0

Reset

31 5 4 3 2 1 0

Reset



31 9 8 0

Reset

31 28 27 0

Reset



•

•

•

•

•

•



•

•

•





•

•

•

•

•

•

•

•

•



•

•

•

•



•





31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 0

Reset



31 16 15 0

Reset

31 16 15 0

Reset

31 17 16 15 8 7 6 5 4 3 2 1 0

Reset



31 16 15 0

Reset

31 7 6 5 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset

31 4 3 2 1 0

Reset



31 0

Reset





•

•

•

•

•

•

•

•

•

•



Chip

Protective cover

Substrate
Electrode

C

     Touch panel

•

•

•

•

•

•

•

•

•

•





•

•

•

•

•



•

•

•

•



•

•



•

•

•



•

•

•

• 2

•

•

•

•

•



•

•

RTC ADC1

Controller

Digital DomainRTC DomainAnalog Domain

...

Digital ADC1

Controller

RTC ADC2

Controller

Power / Peak

Detect

Controller

...

inputs

inputs

RTC ADC2

ARB

SARADC1

SARADC2



•

•

•

•

•

•

•

•

•

•

•



•

•

•

•

•

•

•

•



•

•

•

•

•

•

VrefVrefVdata

Vdata =
Vref

4095
× data



Vref

RTC
ADCn CTRL

start of conv.

SENS_MEASn_START_FORCE

ULP-FSM

            RTC_CNTL_ULP_CP_START_TOP             

RTC_CNTL_ULP_CP_FORCE_START_TOP

timer        

1

0

1

0

0

1

ULP-RISC-V

RTC_CNTL_COCPU_SEL

sw
CPU

SENS_MEASn_START_SAR

 RTC_CNTL_TIMER_SLEEP_CYCLE 

•

•

•

•

•

•

•

•

•

•



•

•

•

•

•

•

31 24 23 18 17 12 11 6 5 0

31 24 23 18 17 12 11 6 5 0

31 24 23 18 17 12 11 6 5 0



31 24 23 18 17 12 11 6 5 0

5 2 1 0

•

•

•

5 2 1 0

5 2 1 0



•

•

32 17 15 13 12 11 0

datacur =
(k − 1)dataprev

k
+

datain
k

− 0.5

• datacur

• datain

• dataprev

• k

•

•

•

•

•

•



•

•

•

•

•

•

•

•

•



•

•

Tsensor Tsensor_cntl

ULP

RTC_REG_
FILE

power_up_fsm

SENS_TSENS_POWER_UP

SENS_TSENS_POWER_UP_FORCE

1

0

dump_out_fsm

SENS_TSENS_DUMP_OUT

SENS_TSENS_READY
SENS_TSENS_OUT[7:0]

SENS_TSENS_IN_INV

parameter

tsens_data

XPD_SAR_
POWER_DOMAIN

RTCANALOG

tsens_xpd/tsens_clk

•

•



•

•

•

•

•

•







31 16 15 0

Reset



31 30 29 28 27 26 25 24 17 16 15 14 13 12 11 9 8 7 6 5 4 3 2 1 0

Reset

•

•

•

•

•

•

•

•



31 28 27 25 24 10 9 8 7 3 2 1 0

Reset

•

•

•

•

31 27 26 25 22 21 0

Reset



31 24 23 22 0

Reset

31 30 28 27 25 24 23 22 21 20 19 18 15 14 11 10 9 8 0

Reset

•

•

•

•

•

•

•

•

31 23 22 21 0

Reset



31 29 28 26 25 23 22 20 19 17 16 14 13 11 10 8 7 5 4 2 1 0

Reset

31 29 28 26 25 23 22 20 19 17 16 0

Reset

31 30 29 28 27 8 7 0

Reset



31 30 19 18 17 16 15 0

Reset

31 30 0

Reset

31 0

Reset

31 30 29 28 18 17 16 15 8 7 0

Reset



31 30 19 18 17 16 15 0

Reset

31 30 0

Reset

31 0

Reset

31 30 29 28 0

Reset



31 25 24 23 22 21 14 13 12 11 9 8 7 0

Reset

31 28 27 24 23 20 19 18 17 16 15 14 0

Reset

•

•

•

31 22 21 0

Reset



31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset



31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset

31 22 21 0

Reset



31 30 29 15 14 0

Reset

31 30 29 28 27 26 0

Reset

31 30 29 28 27 26 25 24 0

Reset

31 26 25 22 21 0

Reset

31 29 28 22 21 0

Reset



31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset



31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset

31 29 28 22 21 0

Reset



31 24 23 16 15 8 7 0

Reset

31 30 29 28 27 26 25 24 23 22 19 18 15 14 7 6 5 4 3 2 1 0

Reset

31 25 24 23 12 11 10 9 8 1 0

Reset



31 29 28 26 25 0

Reset

31 24 23 0

Reset

31 24 23 0

Reset

31 24 23 0

Reset

31 24 23 0

Reset



31 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset

31 30 24 23 19 18 14 13 0

Reset

31 30 18 17 5 4 0

Reset

31 30 18 17 5 4 0

Reset



31 30 29 28 27 26 0

Reset

31 30 29 16 15 0

Reset

31 23 22 21 20 19 14 13 8 7 0

Reset

31 17 16 0

Reset

31 17 16 0

Reset



31 30 29 28 27 26 25 0

Reset

31 30 29 28 27 26 25 0

Reset

31 30 29 28 27 26 25 0

Reset



31 30 29 28 27 26 25 0

Reset

31 0

Reset



•

•

•

•

•



•
•
•
•

•

•

•

•
•

•

•

•

•

•

•

•

•





•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•



31 20 19 16 15 2 1 0

Reset

•

•



•

•

•

•



•

•
•

•
•
•
•
•

•
•
•
•
•
•
•
•
•
•
•
•



•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•

•
•
•

•

•
•
•
•
•

•
•

•
•



•
•

•
•

•
•
•

•
•

•

•
•
•
•
•
•



•
•
•
•
•
•
•

•
•
•
•

•
•
•
•
•

•
•




	IMicroprocessor and Master
	1 Processor Instruction Extensions (PIE)
	1.1 Overview
	1.2 Features
	1.3 Structure Overview
	1.3.1 Bank of Vector Registers
	1.3.2 ALU
	1.3.3 QACC Accumulator Register
	1.3.4 ACCX Accumulator Register
	1.3.5 Address Unit

	1.4 Syntax Description
	1.4.1 Bit/Byte Order
	1.4.2 Instruction Field Definition

	1.5 Components of Extended Instruction Set
	1.5.1 Registers
	1.5.1.1 General-Purpose Registers
	1.5.1.2 Special Registers

	1.5.2 Fast GPIO Interface
	1.5.2.1 GPIO_OUT
	1.5.2.2 GPIO_IN

	1.5.3 Data Format and Alignment
	1.5.4 Data Overflow and Saturation Handling

	1.6 Extended Instruction List
	1.6.1 Read Instructions
	1.6.2 Write Instructions
	1.6.3 Data Exchange Instructions
	1.6.4 Arithmetic Instructions
	1.6.5 Comparison Instructions
	1.6.6 Bitwise Logical Instructions
	1.6.7 Shift Instructions
	1.6.8 FFT Dedicated Instructions
	1.6.9 GPIO Control Instructions
	1.6.10 Processor Control Instructions

	1.7 Instruction Performance
	1.7.1 Data Hazard
	1.7.2 Hardware Resource Hazard
	1.7.3 Control Hazard

	1.8 Extended Instruction Functional Description
	1.8.1 EE.ANDQ
	1.8.2 EE.BITREV
	1.8.3 EE.CLR_BIT_GPIO_OUT
	1.8.4 EE.CMUL.S16
	1.8.5 EE.CMUL.S16.LD.INCP
	1.8.6 EE.CMUL.S16.ST.INCP
	1.8.7 EE.FFT.AMS.S16.LD.INCP
	1.8.8 EE.FFT.AMS.S16.LD.INCP.UAUP
	1.8.9 EE.FFT.AMS.S16.LD.R32.DECP
	1.8.10 EE.FFT.AMS.S16.ST.INCP
	1.8.11 EE.FFT.CMUL.S16.LD.XP
	1.8.12 EE.FFT.CMUL.S16.ST.XP
	1.8.13 EE.FFT.R2BF.S16
	1.8.14 EE.FFT.R2BF.S16.ST.INCP
	1.8.15 EE.FFT.VST.R32.DECP
	1.8.16 EE.GET_GPIO_IN
	1.8.17 EE.LD.128.USAR.IP
	1.8.18 EE.LD.128.USAR.XP
	1.8.19 EE.LD.ACCX.IP
	1.8.20 EE.LD.QACC_H.H.32.IP
	1.8.21 EE.LD.QACC_H.L.128.IP
	1.8.22 EE.LD.QACC_L.H.32.IP
	1.8.23 EE.LD.QACC_L.L.128.IP
	1.8.24 EE.LD.UA_STATE.IP
	1.8.25 EE.LDF.128.IP
	1.8.26 EE.LDF.128.XP
	1.8.27 EE.LDF.64.IP
	1.8.28 EE.LDF.64.XP
	1.8.29 EE.LDQA.S16.128.IP
	1.8.30 EE.LDQA.S16.128.XP
	1.8.31 EE.LDQA.S8.128.IP
	1.8.32 EE.LDQA.S8.128.XP
	1.8.33 EE.LDQA.U16.128.IP
	1.8.34 EE.LDQA.U16.128.XP
	1.8.35 EE.LDQA.U8.128.IP
	1.8.36 EE.LDQA.U8.128.XP
	1.8.37 EE.LDXQ.32
	1.8.38 EE.MOV.S16.QACC
	1.8.39 EE.MOV.S8.QACC
	1.8.40 EE.MOV.U16.QACC
	1.8.41 EE.MOV.U8.QACC
	1.8.42 EE.MOVI.32.A
	1.8.43 EE.MOVI.32.Q
	1.8.44 EE.NOTQ
	1.8.45 EE.ORQ
	1.8.46 EE.SET_BIT_GPIO_OUT
	1.8.47 EE.SLCI.2Q
	1.8.48 EE.SLCXXP.2Q
	1.8.49 EE.SRC.Q
	1.8.50 EE.SRC.Q.LD.IP
	1.8.51 EE.SRC.Q.LD.XP
	1.8.52 EE.SRC.Q.QUP
	1.8.53 EE.SRCI.2Q
	1.8.54 EE.SRCMB.S16.QACC
	1.8.55 EE.SRCMB.S8.QACC
	1.8.56 EE.SRCQ.128.ST.INCP
	1.8.57 EE.SRCXXP.2Q
	1.8.58 EE.SRS.ACCX
	1.8.59 EE.ST.ACCX.IP
	1.8.60 EE.ST.QACC_H.H.32.IP
	1.8.61 EE.ST.QACC_H.L.128.IP
	1.8.62 EE.ST.QACC_L.H.32.IP
	1.8.63 EE.ST.QACC_L.L.128.IP
	1.8.64 EE.ST.UA_STATE.IP
	1.8.65 EE.STF.128.IP
	1.8.66 EE.STF.128.XP
	1.8.67 EE.STF.64.IP
	1.8.68 EE.STF.64.XP
	1.8.69 EE.STXQ.32
	1.8.70 EE.VADDS.S16
	1.8.71 EE.VADDS.S16.LD.INCP
	1.8.72 EE.VADDS.S16.ST.INCP
	1.8.73 EE.VADDS.S32
	1.8.74 EE.VADDS.S32.LD.INCP
	1.8.75 EE.VADDS.S32.ST.INCP
	1.8.76 EE.VADDS.S8
	1.8.77 EE.VADDS.S8.LD.INCP
	1.8.78 EE.VADDS.S8.ST.INCP
	1.8.79 EE.VCMP.EQ.S16
	1.8.80 EE.VCMP.EQ.S32
	1.8.81 EE.VCMP.EQ.S8
	1.8.82 EE.VCMP.GT.S16
	1.8.83 EE.VCMP.GT.S32
	1.8.84 EE.VCMP.GT.S8
	1.8.85 EE.VCMP.LT.S16
	1.8.86 EE.VCMP.LT.S32
	1.8.87 EE.VCMP.LT.S8
	1.8.88 EE.VLD.128.IP
	1.8.89 EE.VLD.128.XP
	1.8.90 EE.VLD.H.64.IP
	1.8.91 EE.VLD.H.64.XP
	1.8.92 EE.VLD.L.64.IP
	1.8.93 EE.VLD.L.64.XP
	1.8.94 EE.VLDBC.16
	1.8.95 EE.VLDBC.16.IP
	1.8.96 EE.VLDBC.16.XP
	1.8.97 EE.VLDBC.32
	1.8.98 EE.VLDBC.32.IP
	1.8.99 EE.VLDBC.32.XP
	1.8.100 EE.VLDBC.8
	1.8.101 EE.VLDBC.8.IP
	1.8.102 EE.VLDBC.8.XP
	1.8.103 EE.VLDHBC.16.INCP
	1.8.104 EE.VMAX.S16
	1.8.105 EE.VMAX.S16.LD.INCP
	1.8.106 EE.VMAX.S16.ST.INCP
	1.8.107 EE.VMAX.S32
	1.8.108 EE.VMAX.S32.LD.INCP
	1.8.109 EE.VMAX.S32.ST.INCP
	1.8.110 EE.VMAX.S8
	1.8.111 EE.VMAX.S8.LD.INCP
	1.8.112 EE.VMAX.S8.ST.INCP
	1.8.113 EE.VMIN.S16
	1.8.114 EE.VMIN.S16.LD.INCP
	1.8.115 EE.VMIN.S16.ST.INCP
	1.8.116 EE.VMIN.S32
	1.8.117 EE.VMIN.S32.LD.INCP
	1.8.118 EE.VMIN.S32.ST.INCP
	1.8.119 EE.VMIN.S8
	1.8.120 EE.VMIN.S8.LD.INCP
	1.8.121 EE.VMIN.S8.ST.INCP
	1.8.122 EE.VMUL.S16
	1.8.123 EE.VMUL.S16.LD.INCP
	1.8.124 EE.VMUL.S16.ST.INCP
	1.8.125 EE.VMUL.S8
	1.8.126 EE.VMUL.S8.LD.INCP
	1.8.127 EE.VMUL.S8.ST.INCP
	1.8.128 EE.VMUL.U16
	1.8.129 EE.VMUL.U16.LD.INCP
	1.8.130 EE.VMUL.U16.ST.INCP
	1.8.131 EE.VMUL.U8
	1.8.132 EE.VMUL.U8.LD.INCP
	1.8.133 EE.VMUL.U8.ST.INCP
	1.8.134 EE.VMULAS.S16.ACCX
	1.8.135 EE.VMULAS.S16.ACCX.LD.IP
	1.8.136 EE.VMULAS.S16.ACCX.LD.IP.QUP
	1.8.137 EE.VMULAS.S16.ACCX.LD.XP
	1.8.138 EE.VMULAS.S16.ACCX.LD.XP.QUP
	1.8.139 EE.VMULAS.S16.QACC
	1.8.140 EE.VMULAS.S16.QACC.LD.IP
	1.8.141 EE.VMULAS.S16.QACC.LD.IP.QUP
	1.8.142 EE.VMULAS.S16.QACC.LD.XP
	1.8.143 EE.VMULAS.S16.QACC.LD.XP.QUP
	1.8.144 EE.VMULAS.S16.QACC.LDBC.INCP
	1.8.145 EE.VMULAS.S16.QACC.LDBC.INCP.QUP
	1.8.146 EE.VMULAS.S8.ACCX
	1.8.147 EE.VMULAS.S8.ACCX.LD.IP
	1.8.148 EE.VMULAS.S8.ACCX.LD.IP.QUP
	1.8.149 EE.VMULAS.S8.ACCX.LD.XP
	1.8.150 EE.VMULAS.S8.ACCX.LD.XP.QUP
	1.8.151 EE.VMULAS.S8.QACC
	1.8.152 EE.VMULAS.S8.QACC.LD.IP
	1.8.153 EE.VMULAS.S8.QACC.LD.IP.QUP
	1.8.154 EE.VMULAS.S8.QACC.LD.XP
	1.8.155 EE.VMULAS.S8.QACC.LD.XP.QUP
	1.8.156 EE.VMULAS.S8.QACC.LDBC.INCP
	1.8.157 EE.VMULAS.S8.QACC.LDBC.INCP.QUP
	1.8.158 EE.VMULAS.U16.ACCX
	1.8.159 EE.VMULAS.U16.ACCX.LD.IP
	1.8.160 EE.VMULAS.U16.ACCX.LD.IP.QUP
	1.8.161 EE.VMULAS.U16.ACCX.LD.XP
	1.8.162 EE.VMULAS.U16.ACCX.LD.XP.QUP
	1.8.163 EE.VMULAS.U16.QACC
	1.8.164 EE.VMULAS.U16.QACC.LD.IP
	1.8.165 EE.VMULAS.U16.QACC.LD.IP.QUP
	1.8.166 EE.VMULAS.U16.QACC.LD.XP
	1.8.167 EE.VMULAS.U16.QACC.LD.XP.QUP
	1.8.168 EE.VMULAS.U16.QACC.LDBC.INCP
	1.8.169 EE.VMULAS.U16.QACC.LDBC.INCP.QUP
	1.8.170 EE.VMULAS.U8.ACCX
	1.8.171 EE.VMULAS.U8.ACCX.LD.IP
	1.8.172 EE.VMULAS.U8.ACCX.LD.IP.QUP
	1.8.173 EE.VMULAS.U8.ACCX.LD.XP
	1.8.174 EE.VMULAS.U8.ACCX.LD.XP.QUP
	1.8.175 EE.VMULAS.U8.QACC
	1.8.176 EE.VMULAS.U8.QACC.LD.IP
	1.8.177 EE.VMULAS.U8.QACC.LD.IP.QUP
	1.8.178 EE.VMULAS.U8.QACC.LD.XP
	1.8.179 EE.VMULAS.U8.QACC.LD.XP.QUP
	1.8.180 EE.VMULAS.U8.QACC.LDBC.INCP
	1.8.181 EE.VMULAS.U8.QACC.LDBC.INCP.QUP
	1.8.182 EE.VPRELU.S16
	1.8.183 EE.VPRELU.S8
	1.8.184 EE.VRELU.S16
	1.8.185 EE.VRELU.S8
	1.8.186 EE.VSL.32
	1.8.187 EE.VSMULAS.S16.QACC
	1.8.188 EE.VSMULAS.S16.QACC.LD.INCP
	1.8.189 EE.VSMULAS.S8.QACC
	1.8.190 EE.VSMULAS.S8.QACC.LD.INCP
	1.8.191 EE.VSR.32
	1.8.192 EE.VST.128.IP
	1.8.193 EE.VST.128.XP
	1.8.194 EE.VST.H.64.IP
	1.8.195 EE.VST.H.64.XP
	1.8.196 EE.VST.L.64.IP
	1.8.197 EE.VST.L.64.XP
	1.8.198 EE.VSUBS.S16
	1.8.199 EE.VSUBS.S16.LD.INCP
	1.8.200 EE.VSUBS.S16.ST.INCP
	1.8.201 EE.VSUBS.S32
	1.8.202 EE.VSUBS.S32.LD.INCP
	1.8.203 EE.VSUBS.S32.ST.INCP
	1.8.204 EE.VSUBS.S8
	1.8.205 EE.VSUBS.S8.LD.INCP
	1.8.206 EE.VSUBS.S8.ST.INCP
	1.8.207 EE.VUNZIP.16
	1.8.208 EE.VUNZIP.32
	1.8.209 EE.VUNZIP.8
	1.8.210 EE.VZIP.16
	1.8.211 EE.VZIP.32
	1.8.212 EE.VZIP.8
	1.8.213 EE.WR_MASK_GPIO_OUT
	1.8.214 EE.XORQ
	1.8.215 EE.ZERO.ACCX
	1.8.216 EE.ZERO.Q
	1.8.217 EE.ZERO.QACC
	1.8.218 LD.QR
	1.8.219 ST.QR
	1.8.220 MV.QR


	2 ULP Coprocessor (ULP-FSM, ULP-RISC-V)
	2.1 Overview
	2.2 Features
	2.3 Programming Workflow
	2.4 ULP Coprocessor Sleep and Wake-Up Workflow
	2.5 ULP-FSM
	2.5.1 Features
	2.5.2 Instruction Set
	2.5.2.1 ALU - Perform Arithmetic and Logic Operations
	2.5.2.2 ST – Store Data in Memory
	2.5.2.3 LD – Load Data from Memory
	2.5.2.4 JUMP – Jump to an Absolute Address
	2.5.2.5 JUMPR – Jump to a Relative Address (Conditional upon R0)
	2.5.2.6 JUMPS – Jump to a Relative Address (Conditional upon Stage Count Register)
	2.5.2.7 HALT – End the Program
	2.5.2.8 WAKE – Wake up the Chip
	2.5.2.9 WAIT – Wait for a Number of Cycles
	2.5.2.10 TSENS – Take Measurement with Temperature Sensor
	2.5.2.11 ADC – Take Measurement with ADC
	2.5.2.12 REG_RD – Read from Peripheral Register
	2.5.2.13 REG_WR – Write to Peripheral Register


	2.6 ULP-RISC-V
	2.6.1 Features
	2.6.2 Multiplier and Divider
	2.6.3 ULP-RISC-V Interrupts
	2.6.3.1 Introduction
	2.6.3.2 Interrupt Controller
	2.6.3.3 Interrupt Handling
	2.6.3.4 Interrupt Instructions
	2.6.3.5 RTC Peripheral Interrupts


	2.7 RTC I2C Controller
	2.7.1 Connecting RTC I2C Signals
	2.7.2 Configuring RTC I2C
	2.7.3 Using RTC I2C
	2.7.3.1 Instruction Format
	2.7.3.2 I2C_RD - I2C Read Workflow
	2.7.3.3 I2C_WR - I2C Write Workflow
	2.7.3.4 Detecting Error Conditions

	2.7.4 RTC I2C Interrupts

	2.8 Address Mapping
	2.9 Register Summary
	2.9.1 ULP (ALWAYS_ON) Register Summary
	2.9.2 ULP (RTC_PERI) Register Summary
	2.9.3 RTC I2C (RTC_PERI) Register Summary
	2.9.4 RTC I2C (I2C) Register Summary

	2.10 Registers
	2.10.1 ULP (ALWAYS_ON) Registers
	2.10.2 ULP (RTC_PERI) Registers
	2.10.3 RTC I2C (RTC_PERI) Registers
	2.10.4 RTC I2C (I2C) Registers


	3 GDMA Controller (GDMA)
	3.1 Overview
	3.2 Features
	3.3 Architecture
	3.4 Functional Description
	3.4.1 Linked List
	3.4.2 Peripheral-to-Memory and Memory-to-Peripheral Data Transfer
	3.4.3 Memory-to-Memory Data Transfer
	3.4.4 Channel Buffer
	3.4.5 Enabling GDMA
	3.4.6 Linked List Reading Process
	3.4.7 EOF
	3.4.8 Accessing Internal RAM
	3.4.9 Accessing External RAM
	3.4.10 External RAM Access Permissions
	3.4.11 Seamless Access to Internal and External RAM
	3.4.12 Arbitration

	3.5 GDMA Interrupts
	3.6 Programming Procedures
	3.6.1 Programming Procedure for GDMA Clock and Reset
	3.6.2 Programming Procedures for GDMA's Transmit Channel
	3.6.3 Programming Procedures for GDMA's Receive Channel
	3.6.4 Programming Procedures for Memory-to-Memory Transfer

	3.7 Register Summary
	3.8 Registers


	IIMemory Organization
	4 System and Memory
	4.1 Overview
	4.2 Features
	4.3 Functional Description
	4.3.1 Address Mapping
	4.3.2 Internal Memory
	4.3.3 External Memory
	4.3.3.1 External Memory Address Mapping
	4.3.3.2 Cache
	4.3.3.3 Cache Operations

	4.3.4  GDMA Address Space
	4.3.5 Modules/Peripherals
	4.3.5.1 Module/Peripheral Address Mapping



	5 eFuse Controller
	5.1 Overview
	5.2 Features
	5.3 Functional Description
	5.3.1 Structure
	5.3.1.1 [fielddesc:EFUSEWRDIS]EFUSE_WR_DIS
	5.3.1.2 [fielddesc:EFUSERDDIS]EFUSE_RD_DIS
	5.3.1.3 Data Storage

	5.3.2 Programming of Parameters
	5.3.3 User Read of Parameters
	5.3.4 eFuse VDDQ Timing
	5.3.5 The Use of Parameters by Hardware Modules
	5.3.6 Interrupts

	5.4 Register Summary
	5.5 Registers


	IIISystem Component
	6 IO MUX and GPIO Matrix (GPIO, IO MUX)
	6.1 Overview
	6.2 Features
	6.3 Architectural Overview
	6.4 Peripheral Input via GPIO Matrix
	6.4.1 Overview
	6.4.2 Signal Synchronization
	6.4.3 Functional Description
	6.4.4 Simple GPIO Input

	6.5 Peripheral Output via GPIO Matrix
	6.5.1 Overview
	6.5.2 Functional Description
	6.5.3 Simple GPIO Output
	6.5.4 Sigma Delta Modulated Output
	6.5.4.1 Functional Description
	6.5.4.2 SDM Configuration


	6.6 Direct Input and Output via IO MUX
	6.6.1 Overview
	6.6.2 Functional Description

	6.7 RTC IO MUX for Low Power and Analog Input/Output
	6.7.1 Overview
	6.7.2 Low Power Capabilities
	6.7.3 Analog Functions

	6.8 Pin Functions in Light-sleep
	6.9 Pin Hold Feature
	6.10 Power Supply and Management of GPIO Pins
	6.10.1 Power Supply of GPIO Pins
	6.10.2 Power Supply Management

	6.11 Peripheral Signals via GPIO Matrix
	6.12 IO MUX Function List
	6.13 RTC IO MUX Pin List
	6.14 Register Summary
	6.14.1 GPIO Matrix Register Summary
	6.14.2 IO MUX Register Summary
	6.14.3 SDM Output Register Summary
	6.14.4 RTC IO MUX Register Summary

	6.15 Registers
	6.15.1 GPIO Matrix Registers
	6.15.2 IO MUX Registers
	6.15.3 SDM Output Registers
	6.15.4 RTC IO MUX Registers


	7 Reset and Clock
	7.1 Reset
	7.1.1 Overview
	7.1.2 Architectural Overview
	7.1.3 Features
	7.1.4 Functional Description

	7.2 Clock
	7.2.1 Overview
	7.2.2 Architectural Overview
	7.2.3 Features
	7.2.4 Functional Description
	7.2.4.1 CPU Clock
	7.2.4.2 Peripheral Clocks
	7.2.4.3 Wi-Fi and Bluetooth LE Clock
	7.2.4.4 RTC Clock



	8 Chip Boot Control
	8.1 Overview
	8.2 Boot Mode Control
	8.3 ROM Messages Printing Control
	8.4 VDD_SPI Voltage Control
	8.5 JTAG Signal Source Control

	9 Interrupt Matrix (INTERRUPT)
	9.1 Overview
	9.2 Features
	9.3 Functional Description
	9.3.1 Peripheral Interrupt Sources
	9.3.2 CPU Interrupts
	9.3.3 Allocate Peripheral Interrupt Source to CPUx Interrupt
	9.3.3.1 Allocate one peripheral interrupt source (Source_Y) to CPUx
	9.3.3.2 Allocate multiple peripheral interrupt sources (Source_Yn) to CPUx
	9.3.3.3 Disable CPUx peripheral interrupt source (Source_Y)

	9.3.4 Disable CPUx NMI Interrupt
	9.3.5 Query Current Interrupt Status of Peripheral Interrupt Source

	9.4 Register Summary
	9.4.1 CPU0 Interrupt Register Summary
	9.4.2 CPU1 Interrupt Register Summary

	9.5 Registers
	9.5.1 CPU0 Interrupt Registers
	9.5.2 CPU1 Interrupt Registers


	10 Low-power Management (RTC_CNTL)
	10.1 Introduction
	10.2 Features
	10.3 Functional Description
	10.3.1 Power Management Unit
	10.3.2 Low-Power Clocks
	10.3.3 Timers
	10.3.4 Voltage Regulators
	10.3.4.1 Digital Voltage Regulator
	10.3.4.2 Low-power Voltage Regulator
	10.3.4.3 Flash Voltage Regulator
	10.3.4.4 Brownout Detector


	10.4 Power Modes Management
	10.4.1 Power Domain
	10.4.2 RTC States
	10.4.3 Pre-defined Power Modes
	10.4.4 Wakeup Source
	10.4.5 Reject Sleep

	10.5 Retention DMA
	10.6 RTC Boot
	10.7 Register Summary
	10.8 Registers

	11 System Timer (SYSTIMER)
	11.1 Overview
	11.2 Features
	11.3 Clock Source Selection
	11.4 Functional Description
	11.4.1 Counter
	11.4.2 Comparator and Alarm
	11.4.3 Synchronization Operation
	11.4.4 Interrupt

	11.5 Programming Procedure
	11.5.1 Read Current Count Value
	11.5.2 Configure One-Time Alarm in Target Mode
	11.5.3 Configure Periodic Alarms in Period Mode
	11.5.4 Update After Light-sleep

	11.6 Register Summary
	11.7 Registers

	12 Timer Group (TIMG)
	12.1 Overview
	12.2 Functional Description
	12.2.1 16-bit Prescaler and Clock Selection
	12.2.2 54-bit Time-base Counter
	12.2.3 Alarm Generation
	12.2.4 Timer Reload
	12.2.5 RTC_SLOW_CLK Frequency Calculation
	12.2.6 Interrupts

	12.3 Configuration and Usage
	12.3.1 Timer as a Simple Clock
	12.3.2 Timer as One-shot Alarm
	12.3.3 Timer as Periodic Alarm
	12.3.4 RTC_SLOW_CLK Frequency Calculation

	12.4 Register Summary
	12.5 Registers

	13 Watchdog Timers (WDT)
	13.1 Overview
	13.2 Digital Watchdog Timers
	13.2.1 Features
	13.2.2 Functional Description
	13.2.2.1 Clock Source and 32-Bit Counter
	13.2.2.2 Stages and Timeout Actions
	13.2.2.3 Write Protection
	13.2.2.4 Flash Boot Protection


	13.3 Super Watchdog
	13.3.1 Features
	13.3.2 Super Watchdog Controller
	13.3.2.1 Structure
	13.3.2.2 Workflow


	13.4 Interrupts
	13.5 Registers

	14 XTAL32K Watchdog Timers (XTWDT)
	14.1 Overview
	14.2 Features
	14.2.1 Interrupt and Wake-Up
	14.2.2 BACKUP32K_CLK

	14.3 Functional Description
	14.3.1 Workflow
	14.3.2 BACKUP32K_CLK Working Principle
	14.3.3 Configuring the Divisor Component of BACKUP32K_CLK


	15 Permission Control (PMS)
	15.1 Overview
	15.2 Features
	15.3 Internal Memory
	15.3.1 ROM
	15.3.1.1 Address
	15.3.1.2 Access Configuration

	15.3.2 SRAM
	15.3.2.1 Address
	15.3.2.2 Internal SRAM0 Access Configuration
	15.3.2.3 Internal SRAM1 Access Configuration
	15.3.2.4 Internal SRAM2 Access Configuration

	15.3.3 RTC FAST Memory
	15.3.3.1 Address
	15.3.3.2 Access Configuration

	15.3.4 RTC SLOW Memory
	15.3.4.1 Address
	15.3.4.2 Access Configuration


	15.4 Peripherals
	15.4.1 Access Configuration
	15.4.2 Split Peripheral Regions into Split Regions

	15.5 External Memory
	15.5.1 Address
	15.5.2 Access Configuration
	15.5.3 GDMA

	15.6 Unauthorized Access and Interrupts
	15.6.1 Interrupt upon Unauthorized IBUS Access
	15.6.2 Interrupt upon Unauthorized DBUS Access
	15.6.3 Interrupt upon Unauthorized Access to External Memory
	15.6.4 Interrupt upon Unauthorized Access to Internal Memory via GDMA
	15.6.5 Interrupt upon Unauthorized peripheral bus (PIF) Access
	15.6.6 Interrupt upon Unauthorized PIF Access Alignment

	15.7 Protection of CPU VECBASE Registers
	15.8 Register Locks
	15.9 Register Summary
	15.10 Registers

	16 World Controller (WCL)
	16.1 Introduction
	16.2 Features
	16.3 Functional Description
	16.4 CPU's World Switch
	16.4.1 From Secure World to Non-secure World
	16.4.2 From Non-secure World to Secure World
	16.4.3 Clearing the write_buffer

	16.5 World Switch Log
	16.5.1 Structure of World Switch Log Register
	16.5.2 How World Switch Log Registers are Updated
	16.5.3 How to Read World Switch Log Registers
	16.5.4 Nested Interrupts
	16.5.4.1 How to Handle Nested Interrupts
	16.5.4.2 Programming Procedure


	16.6 NMI Interrupt Masking
	16.7 Register Summary
	16.8 Registers

	17 System Registers (SYSTEM)
	17.1 Overview
	17.2 Features
	17.3 Function Description
	17.3.1 System and Memory Registers
	17.3.1.1 Internal Memory
	17.3.1.2 External Memory
	17.3.1.3 RSA Memory

	17.3.2 Clock Registers
	17.3.3 Interrupt Signal Registers
	17.3.4 Low-power Management Registers
	17.3.5 Peripheral Clock Gating and Reset Registers
	17.3.6 CPU Control Registers

	17.4 Register Summary
	17.5 Registers


	IVCryptography/Security Component
	18 SHA Accelerator (SHA)
	18.1 Introduction
	18.2 Features
	18.3 Working Modes
	18.4 Function Description
	18.4.1 Preprocessing
	18.4.1.1 Padding the Message
	18.4.1.2 Parsing the Message
	18.4.1.3 Initial Hash Value

	18.4.2 Hash task Process
	18.4.2.1 Typical SHA Mode Process
	18.4.2.2 DMA-SHA Mode Process

	18.4.3 Message Digest
	18.4.4 Interrupt

	18.5 Register Summary
	18.6 Registers

	19 AES Accelerator (AES)
	19.1 Introduction
	19.2 Features
	19.3 AES Working Modes
	19.4 Typical AES Working Mode
	19.4.1 Key, Plaintext, and Ciphertext
	19.4.2 Endianness
	19.4.3 Operation Process 

	19.5 DMA-AES Working Mode
	19.5.1 Key, Plaintext, and Ciphertext
	19.5.2 Endianness
	19.5.3 Standard Incrementing Function
	19.5.4  Block Number
	19.5.5 Initialization Vector
	19.5.6  Block Operation Process

	19.6 Memory Summary
	19.7 Register Summary
	19.8 Registers

	20 RSA Accelerator (RSA)
	20.1 Introduction
	20.2 Features
	20.3 Functional Description
	20.3.1 Large Number Modular Exponentiation
	20.3.2 Large Number Modular Multiplication
	20.3.3 Large Number Multiplication
	20.3.4 Options for Acceleration

	20.4  Memory Summary
	20.5  Register Summary 
	20.6  Registers 

	21 HMAC Accelerator (HMAC)
	21.1 Main Features
	21.2 Functional Description
	21.2.1 Upstream Mode
	21.2.2 Downstream JTAG Enable Mode
	21.2.3 Downstream Digital Signature Mode
	21.2.4 HMAC eFuse Configuration
	21.2.5 HMAC Initialization
	21.2.6 HMAC Process (Detailed)

	21.3 HMAC Algorithm Details
	21.3.1 Padding Bits
	21.3.2 HMAC Algorithm Structure

	21.4 Register Summary
	21.5 Registers

	22 Digital Signature (DS)
	22.1 Overview
	22.2 Features
	22.3 Functional Description
	22.3.1 Overview
	22.3.2 Private Key Operands
	22.3.3 Software Prerequisites
	22.3.4 DS Operation at the Hardware Level
	22.3.5 DS Operation at the Software Level

	22.4  Memory Summary
	22.5 Register Summary
	22.6 Registers

	23 External Memory Encryption and Decryption (XTS_AES)
	23.1 Overview
	23.2 Features
	23.3 Module Structure
	23.4 Functional Description
	23.4.1 XTS Algorithm
	23.4.2 Key
	23.4.3 Target Memory Space
	23.4.4 Data Padding
	23.4.5 Manual Encryption Block
	23.4.6 Auto Encryption Block
	23.4.7 Auto Decryption Block

	23.5  Software Process 
	23.6 Register Summary
	23.7 Registers

	24 Clock Glitch Detection
	24.1 Overview
	24.2 Functional Description
	24.2.1 Clock Glitch Detection
	24.2.2 Reset


	25 Random Number Generator (RNG)
	25.1 Introduction
	25.2 Features
	25.3 Functional Description
	25.4 Programming Procedure
	25.5 Register Summary
	25.6 Register


	VConnectivity Interface
	26 UART Controller (UART)
	26.1 Overview
	26.2 Features
	26.3 UART Structure
	26.4 Functional Description
	26.4.1 Clock and Reset
	26.4.2 UART RAM
	26.4.3 Baud Rate Generation and Detection
	26.4.3.1 Baud Rate Generation
	26.4.3.2 Baud Rate Detection

	26.4.4 UART Data Frame
	26.4.5 AT_CMD Character Structure
	26.4.6 RS485
	26.4.6.1 Driver Control
	26.4.6.2 Turnaround Delay
	26.4.6.3 Bus Snooping

	26.4.7 IrDA
	26.4.8 Wake-up
	26.4.9 Loopback Test
	26.4.10 Flow Control
	26.4.10.1 Hardware Flow Control
	26.4.10.2 Software Flow Control

	26.4.11 GDMA Mode
	26.4.12 UART Interrupts
	26.4.13 UHCI Interrupts

	26.5 Programming Procedures
	26.5.1 Register Type
	26.5.1.1 Synchronous Registers
	26.5.1.2 Static Registers
	26.5.1.3 Immediate Registers

	26.5.2 Detailed Steps
	26.5.2.1 Initializing UARTn
	26.5.2.2 Configuring UARTn Communication
	26.5.2.3 Enabling UARTn


	26.6 Register Summary
	26.6.1 UART Register Summary
	26.6.2 UHCI Register Summary

	26.7 Registers
	26.7.1 UART Registers
	26.7.2 UHCI Regsiters


	27 I2C Controller (I2C)
	27.1 Overview
	27.2 Features
	27.3 I2C Architecture
	27.4 Functional Description
	27.4.1 Clock Configuration
	27.4.2 SCL and SDA Noise Filtering
	27.4.3 SCL Clock Stretching
	27.4.4 Generating SCL Pulses in Idle State
	27.4.5 Synchronization
	27.4.6 Open-Drain Output
	27.4.7 Timing Parameter Configuration
	27.4.8 Timeout Control
	27.4.9 Command Configuration
	27.4.10 TX/RX RAM Data Storage
	27.4.11 Data Conversion
	27.4.12 Addressing Mode
	27.4.13 R/W Bit Check in 10-bit Addressing Mode
	27.4.14 To Start the I2C Controller

	27.5 Programming Example
	27.5.1 I2C master Writes to I2C slave with a 7-bit Address in One Command Sequence
	27.5.1.1 Introduction
	27.5.1.2 Configuration Example

	27.5.2 I2C master Writes to I2C slave with a 10-bit Address in One Command Sequence
	27.5.2.1 Introduction
	27.5.2.2 Configuration Example

	27.5.3 I2C master Writes to I2C slave with Two 7-bit Addresses in One Command Sequence
	27.5.3.1 Introduction
	27.5.3.2 Configuration Example

	27.5.4 I2C master Writes to I2C slave with a 7-bit Address in Multiple Command Sequences
	27.5.4.1 Introduction
	27.5.4.2 Configuration Example

	27.5.5 I2C master Reads I2C slave with a 7-bit Address in One Command Sequence
	27.5.5.1 Introduction
	27.5.5.2 Configuration Example

	27.5.6 I2C master Reads I2C slave with a 10-bit Address in One Command Sequence
	27.5.6.1 Introduction
	27.5.6.2 Configuration Example

	27.5.7 I2C master Reads I2C slave with Two 7-bit Addresses in One Command Sequence
	27.5.7.1 Introduction
	27.5.7.2 Configuration Example

	27.5.8 I2C master Reads I2C slave with a 7-bit Address in Multiple Command Sequences
	27.5.8.1 Introduction
	27.5.8.2 Configuration Example


	27.6 Interrupts
	27.7 Register Summary
	27.8 Registers

	28 I2S Controller (I2S)
	28.1 Overview
	28.2 Terminology
	28.3 Features
	28.4 System Architecture
	28.5 Supported Audio Standards
	28.5.1 TDM Philips Standard
	28.5.2 TDM MSB Alignment Standard
	28.5.3 TDM PCM Standard
	28.5.4 PDM Standard

	28.6 TX/RX Clock
	28.7 I2Sn Reset
	28.8 I2Sn Master/Slave Mode
	28.8.1 Master/Slave TX Mode
	28.8.2 Master/Slave RX Mode

	28.9 Transmitting Data
	28.9.1 Data Format Control
	28.9.1.1 Bit Width Control of Channel Valid Data
	28.9.1.2 Endian Control of Channel Valid Data
	28.9.1.3 A-law/-law Compression and Decompression
	28.9.1.4 Bit Width Control of Channel TX Data
	28.9.1.5 Bit Order Control of Channel Data

	28.9.2 Channel Mode Control
	28.9.2.1 I2Sn Channel Control in TDM Mode
	28.9.2.2 I2Sn Channel Control in PDM Mode


	28.10 Receiving Data
	28.10.1 Channel Mode Control
	28.10.1.1 I2Sn Channel Control in TDM Mode
	28.10.1.2 I2Sn Channel Control in PDM Mode

	28.10.2 Data Format Control
	28.10.2.1 Bit Order Control of Channel Data
	28.10.2.2 Bit Width Control of Channel Storage (Valid) Data
	28.10.2.3 Bit Width Control of Channel RX Data
	28.10.2.4 Endian Control of Channel Storage Data
	28.10.2.5 A-law/-law Compression and Decompression


	28.11 Software Configuration Process
	28.11.1 Configure I2Sn as TX Mode
	28.11.2  Configure I2Sn as RX Mode

	28.12 I2Sn Interrupts
	28.13 Register Summary
	28.14 Registers

	29 LCD and Camera Controller (LCD_CAM)
	29.1 Overview
	29.2 Features
	29.3 Functional Description
	29.3.1 Block Diagram
	29.3.2 Signal Description
	29.3.3 LCD_CAM Module Clocks
	29.3.3.1 LCD Clock
	29.3.3.2 Camera Clock

	29.3.4 LCD_CAM Reset
	29.3.5 LCD_CAM Data Format Control
	29.3.5.1 LCD Data Format Control
	29.3.5.2 Camera Data Format Control

	29.3.6 YUV-RGB Data Format Conversion
	29.3.6.1 YUV Timing
	29.3.6.2 Data Conversion Configuration


	29.4 Software Configuration Process
	29.4.1 Configure LCD (RGB Format) as TX Mode
	29.4.2 Configure LCD (I8080/MOTO6800 Format) as TX Mode
	29.4.3 Configure Camera as RX Mode

	29.5 LCD_CAM Interrupts
	29.6 Register Summary
	29.7 Registers

	30 SPI Controller (SPI)
	30.1 Overview
	30.2 Glossary
	30.3 Features
	30.4 Architectural Overview
	30.5 Functional Description
	30.5.1 Data Modes
	30.5.2 Introduction to FSPI bus and SPI3 Bus Signals
	30.5.3 Bit Read/Write Order Control
	30.5.4 Transfer Modes
	30.5.5 CPU-Controlled Data Transfer
	30.5.5.1 CPU-Controlled Master Mode
	30.5.5.2 CPU-Controlled Slave Mode

	30.5.6 DMA-Controlled Data Transfer
	30.5.6.1 GDMA Configuration
	30.5.6.2 GDMA TX/RX Buffer Length Control

	30.5.7 Data Flow Control in GP-SPI Master and Slave Modes
	30.5.7.1 GP-SPI Functional Blocks
	30.5.7.2 Data Flow Control in Master Mode
	30.5.7.3 Data Flow Control in Slave Mode

	30.5.8 GP-SPI Works as a Master
	30.5.8.1 State Machine
	30.5.8.2 Register Configuration for State and Bit Mode Control
	30.5.8.3 Full-Duplex Communication (1-bit Mode Only)
	30.5.8.4 Half-Duplex Communication (1/2/4/8-bit Mode)
	30.5.8.5 DMA-Controlled Configurable Segmented Transfer

	30.5.9 GP-SPI Works as a Slave
	30.5.9.1 Communication Formats
	30.5.9.2 Supported CMD Values in Half-Duplex Communication
	30.5.9.3 Slave Single Transfer and Slave Segmented Transfer
	30.5.9.4 Configuration of Slave Single Transfer
	30.5.9.5 Configuration of Slave Segmented Transfer in Half-Duplex
	30.5.9.6 Configuration of Slave Segmented Transfer in Full-Duplex


	30.6 CS Setup Time and Hold Time Control
	30.7 GP-SPI Clock Control
	30.7.1 Clock Phase and Polarity
	30.7.2 Clock Control in Master Mode
	30.7.3 Clock Control in Slave Mode

	30.8 GP-SPI Timing Compensation
	30.9 Differences Between GP-SPI2 and GP-SPI3
	30.10 Interrupts
	30.11 Register Summary
	30.12 Registers

	31 Two-wire Automotive Interface (TWAI®)
	31.1 Overview
	31.2 Features
	31.3 Functional Protocol
	31.3.1 TWAI Properties
	31.3.2 TWAI Messages
	31.3.2.1 Data Frames and Remote Frames
	31.3.2.2 Error and Overload Frames
	31.3.2.3 Interframe Space

	31.3.3 TWAI Errors
	31.3.3.1 Error Types
	31.3.3.2 Error States
	31.3.3.3 Error Counters

	31.3.4 TWAI Bit Timing
	31.3.4.1 Nominal Bit
	31.3.4.2 Hard Synchronization and Resynchronization


	31.4 Architectural Overview
	31.4.1 Registers Block
	31.4.2 Bit Stream Processor
	31.4.3 Error Management Logic
	31.4.4 Bit Timing Logic
	31.4.5 Acceptance Filter
	31.4.6 Receive FIFO

	31.5 Functional Description
	31.5.1 Modes
	31.5.1.1 Reset Mode
	31.5.1.2 Operation Mode

	31.5.2 Bit Timing
	31.5.3 Interrupt Management
	31.5.3.1 Receive Interrupt (RXI)
	31.5.3.2 Transmit Interrupt (TXI)
	31.5.3.3 Error Warning Interrupt (EWI)
	31.5.3.4 Data Overrun Interrupt (DOI)
	31.5.3.5 Error Passive Interrupt (TXI)
	31.5.3.6 Arbitration Lost Interrupt (ALI)
	31.5.3.7 Bus Error Interrupt (BEI)
	31.5.3.8 Bus Status Interrupt (BSI)

	31.5.4 Transmit and Receive Buffers
	31.5.4.1 Overview of Buffers
	31.5.4.2 Frame Information
	31.5.4.3 Frame Identifier
	31.5.4.4 Frame Data

	31.5.5 Receive FIFO and Data Overruns
	31.5.6 Acceptance Filter
	31.5.6.1 Single Filter Mode
	31.5.6.2 Dual FIlter Mode

	31.5.7 Error Management
	31.5.7.1 Error Warning Limit
	31.5.7.2 Error Passive
	31.5.7.3 Bus-Off and Bus-Off Recovery

	31.5.8 Error Code Capture
	31.5.9 Arbitration Lost Capture

	31.6 Register Summary
	31.7 Registers

	32 USB On-The-Go (USB)
	32.1 Overview
	32.2 Features
	32.2.1 General Features
	32.2.2 Device Mode Features
	32.2.3 Host Mode Features

	32.3 Functional Description
	32.3.1 Controller Core and Interfaces
	32.3.2 Memory Layout
	32.3.2.1 Control & Status Registers
	32.3.2.2 FIFO Access

	32.3.3 FIFO and Queue Organization
	32.3.3.1 Host Mode FIFOs and Queues
	32.3.3.2 Device Mode FIFOs

	32.3.4 Interrupt Hierarchy
	32.3.5 DMA Modes and Slave Mode
	32.3.5.1 Slave Mode
	32.3.5.2 Buffer DMA Mode
	32.3.5.3 Scatter/Gather DMA Mode

	32.3.6 Transaction and Transfer Level Operation
	32.3.6.1 Transaction and Transfer Level in DMA Mode
	32.3.6.2 Transaction and Transfer Level in Slave Mode


	32.4 OTG
	32.4.1 OTG Interface
	32.4.2 ID Pin Detection
	32.4.3 Session Request Protocol (SRP)
	32.4.3.1 A-Device SRP
	32.4.3.2 B-Device SRP

	32.4.4 Host Negotiation Protocol (HNP)
	32.4.4.1 A-Device HNP
	32.4.4.2 B-Device HNP


	32.5 Registers

	33 USB Serial/JTAG Controller (USB_SERIAL_JTAG)
	33.1 Overview
	33.2 Features
	33.3 Functional Description
	33.3.1 USB Serial/JTAG host connection
	33.3.2 CDC-ACM USB Interface Functional Description
	33.3.3 CDC-ACM Firmware Interface Functional Description
	33.3.4 USB-to-JTAG Interface
	33.3.5 JTAG Command Processor
	33.3.6 USB-to-JTAG Interface: CMD_REP usage example
	33.3.7 USB-to-JTAG Interface: Response Capture Unit
	33.3.8 USB-to-JTAG Interface: Control Transfer Requests

	33.4 Recommended Operation
	33.4.1 Internal/external PHY selection
	33.4.2 Runtime operation

	33.5 Register Summary
	33.6 Registers

	34 SD/MMC Host Controller (SDHOST)
	34.1 Overview
	34.2 Features
	34.3 SD/MMC External Interface Signals
	34.4 Functional Description
	34.4.1 SD/MMC Host Controller Architecture
	34.4.1.1 Bus Interface Unit (BIU)
	34.4.1.2 Card Interface Unit (CIU)

	34.4.2 Command Path
	34.4.3 Data Path
	34.4.3.1 Data Transmit Operation
	34.4.3.2 Data Receive Operation


	34.5 Software Restrictions for Proper CIU Operation
	34.6 RAM for Receiving and Sending Data
	34.6.1 TX RAM Module
	34.6.2 RX RAM Module

	34.7 DMA Descriptor Chain
	34.8 The Structure of DMA descriptor chain
	34.9 Initialization
	34.9.1 DMA Initialization
	34.9.2 DMA Transmission Initialization
	34.9.3 DMA Reception Initialization

	34.10 Clock Phase Selection
	34.11 Interrupt
	34.12 Register Summary
	34.13 Registers

	35 LED PWM Controller (LEDC)
	35.1 Overview
	35.2 Features
	35.3 Functional Description
	35.3.1 Architecture
	35.3.2 Timers
	35.3.2.1 Clock Source
	35.3.2.2 Clock Divider Configuration
	35.3.2.3 14-bit Counter

	35.3.3 PWM Generators
	35.3.4 Duty Cycle Fading
	35.3.5 Interrupts

	35.4 Register Summary
	35.5 Registers

	36 Motor Control PWM (MCPWM)
	36.1 Overview
	36.2 Features
	36.3 Submodules
	36.3.1 Overview
	36.3.1.1 Prescaler Submodule
	36.3.1.2 Timer Submodule
	36.3.1.3 Operator Submodule
	36.3.1.4 Fault Detection Submodule
	36.3.1.5 Capture Submodule

	36.3.2 PWM Timer Submodule
	36.3.2.1 Configurations of the PWM Timer Submodule
	36.3.2.2 PWM Timer's Working Modes and Timing Event Generation
	36.3.2.3 PWM Timer Shadow Register
	36.3.2.4 PWM Timer Synchronization and Phase Locking

	36.3.3 PWM Operator Submodule
	36.3.3.1 PWM Generator Submodule
	36.3.3.2 Dead Time Generator Submodule
	36.3.3.3 PWM Carrier Submodule
	36.3.3.4 Fault Handler Submodule

	36.3.4 Capture Submodule
	36.3.4.1 Introduction
	36.3.4.2 Capture Timer
	36.3.4.3 Capture Channel


	36.4 Register Summary
	36.5 Registers

	37 Remote Control Peripheral (RMT)
	37.1 Overview
	37.2 Features
	37.3 Functional Description
	37.3.1 Architecture
	37.3.2 RAM
	37.3.2.1 RAM Architecture
	37.3.2.2 Use of RAM
	37.3.2.3 RAM Access

	37.3.3 Clock
	37.3.4 Transmitter
	37.3.4.1 Normal TX Mode
	37.3.4.2 Wrap TX Mode
	37.3.4.3 TX Modulation
	37.3.4.4 Continuous TX Mode
	37.3.4.5 Simultaneous TX Mode

	37.3.5 Receiver
	37.3.5.1 Normal RX Mode
	37.3.5.2 Wrap RX Mode
	37.3.5.3 RX Filtering
	37.3.5.4 RX Demodulation

	37.3.6 Configuration Update

	37.4 Interrupts
	37.5 Register Summary
	37.6 Registers

	38 Pulse Count Controller (PCNT)
	38.1 Features
	38.2 Functional Description
	38.3 Applications
	38.3.1 Channel 0 Incrementing Independently
	38.3.2 Channel 0 Decrementing Independently
	38.3.3 Channel 0 and Channel 1 Incrementing Together

	38.4 Register Summary
	38.5 Registers


	VIAnalog Signal Processing
	39 On-Chip Sensors and Analog Signal Processing
	39.1 Overview
	39.2 Capacitive Touch Sensors
	39.2.1 Terminology
	39.2.2 Overview
	39.2.3 Features
	39.2.4 Capacitive Touch Pins
	39.2.5 Touch Sensors Operating Principle and Signals
	39.2.6 Touch FSM
	39.2.6.1 Measurement Process
	39.2.6.2 Measurement Trigger Source
	39.2.6.3 Scan Mode

	39.2.7 Touch Detection
	39.2.7.1 Sampled Values
	39.2.7.2 Hardware Touch Detection

	39.2.8 Noise Detection
	39.2.9 Proximity Mode
	39.2.10 Moisture Tolerance and Water Rejection
	39.2.10.1 Moisture Tolerance
	39.2.10.2 Water Rejection


	39.3 SAR ADCs
	39.3.1 Overview
	39.3.2 Features
	39.3.3 SAR ADC Architecture
	39.3.4 Input Signals
	39.3.5 ADC Conversion and Attenuation
	39.3.6 RTC ADC Controller
	39.3.7 DIG ADC Controller
	39.3.7.1 DIG ADC Clock
	39.3.7.2 DMA Support
	39.3.7.3 DIG ADC FSM
	39.3.7.4 Pattern Table
	39.3.7.5 Configuration Example for Multi-Channel Scanning
	39.3.7.6 DMA Data Format
	39.3.7.7 ADC Filters
	39.3.7.8 Threshold Monitoring

	39.3.8 SAR ADC2 Arbiter

	39.4 Temperature Sensor
	39.4.1 Overview
	39.4.2 Features
	39.4.3 Functional Description

	39.5 Interrupts
	39.6 Register Summary
	39.6.1 SENSOR (ALWAYS_ON) Register Summary
	39.6.2 SENSOR (RTC_PERI) Register Summary
	39.6.3 SENSOR (DIG_PERI) Register Summary

	39.7 Registers
	39.7.1 SENSOR (ALWAYS_ON) Registers
	39.7.2 SENSOR (RTC_PERI) Registers
	39.7.3 SENSOR (DIG_PERI) Registers



	VIIAppendix
	Related Documentation and Resources
	Glossary
	Abbreviations for Peripherals
	Abbreviations Related to Registers
	Access Types for Registers

	Programming Reserved Register Field
	Introduction
	Programming Reserved Register Field

	Interrupt Configuration Registers
	Revision History


